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An analysis of methods used by management bodies has been conducted, indicating the necessity of finding the
most acceptable methodological apparatus for substantiating decisions regarding the application of units and
subunits to counter armed and other provocations by the enemy in the area of combat missions performance.

The issue of the inconsistency between the necessity of countering threats posed by the enemy's troops in
the defense area of a battalion (combat order during the offensive) and the absence of a methodological
apparatus that would allow to form a rational distribution of units and subunits under these conditions for
conducting combat operations has been raised.

Methods and algorithm have been proposed that enable the determination of the degree of correspondence
between external informational indicators of data received at the battalion command post and typical informational
indicators of necessary information for use during the decision-making process for the application of units and
subunits, allowing timely measures to be taken to prevent negative consequences for the national security of the
state during the combat operations conducted by units and subunits of the Armed Forces of Ukraine.
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Statement of the problem. Today, an important
task is to increase the probability of the reliability of
information for conducting specific measures within the
allotted time. To implement this, tools are needed that
will allow determining the degree of correspondence
between external information indicators for the work of
the battalion commander and headquarters to typical
information indicators regarding the necessary
measures for the successful planning and
organization of combat operations by their units.

Based on the results of the conducted research,
an applied scientific task is formulated. In this case,
it comes down to developing methods for
synthesizing the structure of the automated tactical
level control system for the Armed Forces of
Ukraine as a result of the informational analytical
subsystem implementation. That will improve the
process of managing units and subunits according to
NATO standards.

Solving the stated problems is possible through
improving the structure of the informational
analytical subsystem for the automated tactical level
control system, which will allow a rational
distribution of subunits to gain an advantage over
the enemy.
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Analysis of recent research and publications.
The issue of information quality has been explored in
a number of scientific works, some of which are
presented in the list of sources [1, 3, 8, 9, 10].
However, during the practical assessment of
information used in the course of information
provision, theoretical provisions are usually reduced to
entropy assessment methods, which require the
presence of the probability of events and states, and to
well-known general recommendations, which cannot
be implemented in the information provision system,
since the set statistics for estimating the probability of
events is questionable.

The purpose of the article is to increase the
effectiveness of the automated tactical level control
system by developing a methodological apparatus
for calculating the parameters of the informational
analytical subsystem structure for the automated
tactical level control system.

Summary of the main material. To increase
the probability of carrying out the specified
measures within the allotted time, methods and
algorithm are needed that will make it possible to
determine the correspondence degree between external
information indicators for the work of the battalion
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commander and headquarters and typical information
indicators regarding the necessary measures for the
successful implementation of combat operations
planning and organization for their units [12].

In a battalion, the process of combat planning
(actions) begins after receiving a combat mission in
the form of a combat order (OPORD) or preliminary
combat order (WARNO) and consists of seven stages.

1. Receiving a combat mission. Development
and issuance of preliminar combat order (WARNO)
[combat preparation instructions (actions)].

2. Analysis of the combat mission and situation
assessment. Determination of the preliminary plan
for the battle (action).

3. Development of actions options (COAs
Development).

4. Analysis of actions options (COAs Analysis)
and conducting battle (actions) modeling (war games).

5. Comparison of actions options (COAs
Comparison).

6. Approval of the action option (COA
Approval). Formulation of the plan, approval of the
plan by the senior commander.

7. Reconnaissance (if possible). Decision
formulation. Development and issuance of the
combat order (Orders Production) and execution of
a set of organizational work.

As a result of the analysis of the scientific-
methodical apparatus under consideration, it was
established that the existing methods do not fully
take into account the cause-and-effect relationships
between the ways of implementing aggressive
threats in the areas of combat operations and the
parametric data of the enemy's reconnaissance and
sabotage groups. The analysis of methods used by
command and control bodies indicates the necessity
of finding the most acceptable methodological
apparatus for substantiating decisions regarding the
application of units and subunits to counter armed
and other provocations by the enemy in the area of
performing combat missions [1, 9, 12].

The identified questionable issues indicate the
existence of inconsistencies in theory and practice
between the necessity of countering threats posed
by the enemy's troops in the defense area of the
battalion (combat order during the offensive) and
the absence of a methodological apparatus that
would allow the formation of a rational distribution
of units and subunits under these conditions.

Taking into account the mentioned shortcomings,
the procedure for forming the methods for determining
the parameters for the structure of an informational
analytical subsystem for an automated control system

and the interconnection of expected scientific results
has been developed, which is presented in Figure 1.

At the initial stage of the research, it is necessary to
analyze the tasks assigned to tactical level control units
and subunits, as well as to study the current state of
application and analysis of approaches to the
construction of automated control system (ACS) for
units and subunits. According to the obtained data and
additional information about modern means of
automating the control of units based on modern
technologies, it is necessary to analyze approaches to
developing models of automated systems for tactical
command level (AS TCL), as well as synthesis of
informational analytical systems. In this case, it comes
down to developing a methodology for synthesizing
the structure of an automated tactical level control
system as a result of implementing the information-
analytical subsystem (IAS).

After completing the mentioned stages of the structural
logical scheme of the research, the necessary information
for justifying recommendations and technical
requirements for forming the informational analytical
subsystem for the automated control system, as well as
other specified scientific results, will be obtained.

To ensure the adequacy of the proposed
methodology, it is necessary to develop indicators of
information quality used in the management of units and
subdivisions of the Armed Forces of Ukraine (AFU) [8].

Information needed by the command staff of units
and subdivisions for management at each level
(command, brigade commanders and headquarters,
battalion commanders and headquarters, company and
platoon commanders) may vary depending on the levels
of management: strategic, operational, and tactical.

Regarding the real process (object or tactical
situation), from the standpoint of the tasks and goals
of actions of units and subunits, information can
belong to the categories of "factual" — true, "factual-
predictive" — factually planned actions of the enemy
based on intelligence data, and "predictive" — possible.

The criterion of sufficient reliability,
completeness and consistency of information can be
the provision of the maximum probability of
completing the tasks assigned to units and subunits
with the available forces promptly applied.
Inaccurate ("fuzzy") data leads to the need to count
on worse conditions for the performance of tasks
and, accordingly, demand large necessary resources
(forces and means) and other types of troops of the
Armed Forces of Ukraine. The lack of resources or
the values of information quality indicators may
determine the need for actions to timely obtain [and
(or) forming] additional information.
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Analysis of tasks assigned to tactical level
control units and subunits

Current state of application and analysis of
approaches to the construction of automated
control system for troops (units and subunits)

v

Analysis of approaches to developing models of automated systems for tactical command level
and synthesis of information-analytical systems used for controlling the actions of military units
and formations, and the potential application of existing scientific and methodological apparatus

v

Formulation of the scientific-applied research task —

To develope methods for synthesizing the structure of the
automated tactical level control system for the Armed
Forces of Ukraine as a result of the information-analytical

subsystem implementation. That will improve the process of
managing units and subunits according to NATO standards

v

To refine the methods of the automated tactical level control

Ukraine

system of the Armed Forces of Ukraine, that is defined
by the utilization of the developed model of the
information-analytical subsystem

A\ 4

control system of the Armed Forces of Ukraine,

To substantiate the recommendations and technical
requirements for the formation of the automated tactical

level control system

To improve the calculating methods of the
parameters values for the structure of the information-
analytical subsystem for the automated tactical level
which is characterized by the adaptation of calculation
schemes for the formation of the ACS of the Armed
Forces of Ukraine, taking into account the specific
tasks that rely on the units of the Armed Forces of

Figure 1 — Structural-logical scheme of the research

The criterion of sufficient reliability,
completeness and consistency of information can be
the provision of the maximum probability of
completing the tasks assigned to units and subunits
with the available forces promptly applied.
Inaccurate ("fuzzy") data leads to the need to count
on worse conditions for the performance of tasks
and, accordingly, demand large necessary resources
(forces and means) and other types of troops of the
Armed Forces of Ukraine. The lack of resources or
the values of information quality indicators may
determine the need for actions to timely obtain [and
(or) forming] additional information.

While managing the actions of units and subunits,
the widest possible range of forecasts is usually used
at all levels of command and control, taking into

136

account the necessary prediction time, which varies
for different levels of command and control. In terms
of nature, content, and time of a management cycle
forecasts can be [6, 7]: current, operational, medium-
term, long-term, and prospective.

At the same time, in the conditions of dynamic
events during combat operations, the previously
obtained information about the situation can be
changed during a decision-making process. This
necessitates constant refinement of the basic data
which is wused by officers for information
monitoring and which is subject to aging.

Aging of information leads to a decrease in its
reliability — the degree of correspondence to reality. The
main reason for the aging of information is the

development of a real process [1, 6, 12]. At each level
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of management, the ratio of the time available for a task
execution to the required time for decision-making and
execution is critical for task accomplishment.

According to article [1], the fact of information
aging determines the need to use the initial reliability
indicator RO of information at the time of its receipt
from the source and the calculation chart for
evaluating reliability taking into account the time
elapsed since the information was received. Average
statistical estimates of the time for decreasing the
reliability of information by levels of management and
types of decision-making are given in Table 1.

To find the approximation formula for the
dependence of an information reliability indicator
on time at the i-th level of management of the j-th
decision term, we will use the origin point, where
the reliability indicator is maximum (R = Ro = Rmax),
and the point (#) with a reliability level
R(t))=R:=0,5. The approximation formula, for
which the curved line will surely pass through these
two points, will look like this:

— —bjjt;j. — 1] —

Rij - Roe R |Ro - 1|: - Rl -

e~biXtija, by = InRy _In 5 _ ~0,6931 (1)
“tin  ~tijn —tij

In the considered case, the approximation
coefficient will have the value as presented in
Table 2, where i is the level of management number
(row of the table), and j is the decision urgency type
number (column of the table). The decrease in
information reliability at the tactical level during the
making both current (Ri;) and operational (Ri2)
decisions for the conditions Ry = Rmax= 1 is shown
in Figure 2.

It is worth noting that the sources of information
providing data for decision-making have the
primary value of the evaluation indicator Ry = 1.
Further, according to expression (1), this value
changes, requiring the use of additional sources of
information or the specification of data from the
source that provided the information, which has
changed its reliability over time. Based on the
analysis of data [5-10], a list of the main
informational characteristics can be identified, the
change of which over time, as available, leads to a
significant decrease in information reliability (see
Table 3).

Table 1 — Evaluation of the time ¢, for the reduction of an information reliability indicator used for decision-

making to the level of 0,5

. ) . . Level of management (7)
Type of decision (j), unit of time

TL OL SL
Current, hour 1,0 2,0 3,0
Operational, hour 2,0 3,0 3,5
Medium-term, day 15,0 25,0 30,0
Long-term, month 2,0 4,0 6,0
Prospective, year 1,5 2,5 3,0

Table 2 — Values of approximation coefficients b; in formula (1) according to Table 1

Level of m?nagement Current, Operational, Medium-term, Long-term, Perspective, year
@) hour hour day month
Tactical 0,6931 0,3466 0,0462 0,3466 0,4621
Operational 0,3466 0,2310 0,0277 0,1733 0,2773
Strategic 0,2310 0,1980 0,0231 0,1155 0,2310
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Figure 2 — Graph of Information Reliability Decrease at the Tactical Level when Making, respectively,
Current (R1;) and Operational (R;2) Decisions, Provided Ry = Rmax= 1 [refer to formula (1) and Table 2]

Table 3 — List of the main informational characteristics, the change of which can lead to a significant

decrease in information reliability

No. Information indicators leading to decreased reliability of information

1 The emergence near our positions, the location of units of individuals (civilians) who are observing our units
and subunits with possible photo and video recording

military personnel

An attempt to obtain data about the units location's security and defense system, in particular through our

Capture and/or destruction of buildings, railway stations, ports, cultural or religious buildings

Armed attacks on settlements, shelling of residential buildings, schools, hospitals, administrative buildings,
and locations of military personnel or law enforcement officers and other military formations

Radioactive, chemical, biological (bacteriological), and other contaminations of the area

photographs, and unmanned aerial vehicles

Unusual activity behind enemy lines (both during the day and at night) according to intelligence, aerial

Movement along roads and railways, activity at stations, and accumulation of enemy vehicles

The enemy's artillery occupies its positions, the aviation activity intensifies, preparations for advancing
columns: passages appear in wire, mine barriers, etc

O 0 |9 & || &~ W] N

Enemy artillery preparation

—_
(=]

Other factors and parameters

The duration of the decision-making and
execution process is associated with difficult-to-
predict events (errors in initial data, calculations,
occurrence of unforeseen circumstances, etc.) and is
a random variable, which necessitates assessing the
probability of timely decision-making and
execution. This probability characterizes the
promptness of decision-making and execution and
can be measured by an indicator of timeliness [1]:

t
P=l-exp—" |, ©)
7
where #, — time available for reacting to an event;
tni — time required for decision-making and
execution at the i-th level of management.
If the timeliness indicator is insufficient (P; < Pirp),
it is necessary to increase the speed of information

acquisition and processing, which may require making
decisions at a lower level of management where this
information first appears, thereby reducing the
information transmission delay.

To assess the degree of consistency between the
initial and required sets of indicators, component-
wise comparison of the vectors of required and
available information is crucial. This comparison
can determine the necessity of decision-making
regarding component selection. In this case, the
indicator of information consistency can be the
cosine of the angle between the vectors of required
and available information:

1 n
cosf = —Zaibi =y, (3)
ab 1

where a and b are the lengths of the vectors of
required and available information;
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(a1, a, ..., an) and (b1, bz,
coordinates of vectors @ and b.

Under the condition of complete consistency, the
angle between the vectors is zero (6=0), and
cos @ = 1. The criterion for the sufficiency of the
information consistency level can be the fulfillment
of the condition cos 6 > g, (0 < grp<1).

However, the components of data within the
information set may have varying importance
concerning the objectives and goals, which
necessitates the use of weighting coefficients «; for
the significance of the data.

The overall reliability of threat assessment and
risk analysis in the information-analytical system
depends on the quantity and importance of
informational components (factors, indicators, and
parameters) considered in the system, the reliability
of the sources and the information itself. It can be
evaluated for the £-th management level by a special
reliability indicator Dy (Di < 1), while the degree of
completeness of the system's work results can be
assessed by the indicator Y (for an "ideal system")
ti— 0, Dr=P=Y=1)

..., by) are the

9
Dk = ZRkiaki Y= Zé:kaPk
leq/ k=1
4)
Ryi = RoPpi |

where ay — weight of importance of the i-th
parameter considered in the system for assessing
threats and risk analysis at the k-th management
level in relative units;

P — decision-making speed indicator for
the i-th parameter at the k-th management level for
each sought decision parameter;

& — weight importance indicator of the i-th
decision parameter at the k-th management level;

O — number of parameters and indicators
required for decision-making.

The formed system of information quality
indicators necessary for the current assessment of
information needs in the management system
enables both overall and component-wise (vector)
comparison of the required information with the
available data and allows decisions to be made
regarding the selection of necessary components, as
well as evaluating the achievable reliability of threat
assessment and risk analysis.

Conclusion

The presented methodology allows determining
the degree of compliance of external information
indicators of the data received by the battalion
control center with the typical information
indicators of the necessary information for use in
making decisions on the use of units and subunits,
which allows timely measures to prevent negative
consequences during combat operations.

Therefore, the goal of this research as for
enhancing the effectiveness of the automated
tactical level control system is achieved by
developing  methodological  apparatus  for
calculating the parameters of the information-
analytical subsystem structure for the automated
tactical level control system.

Further research direction could involve
developing methods for determining the
significance of factors influencing the information-
analytical subsystem of the automated tactical level
control system of the Armed Forces of Ukraine.
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YK 355.4
0. M. Cemuak, B. O. linuk, C. O. [1aBieHnko

PO3BUTOK IHQOPMAIIIﬁHO-AHAJIITH‘-IHQi HNIACUCTEMU
JJI51 ABTOMATHU30BAHOI CUCTEMU TAKTUYHOI JIAHKHA YIIPABJITHHS

Ha cvoeooui eadicnueum 3a80annsm € niOGUUWeHHS IMOBIpHOCMI QoCcmogipHocmi  iHghopmayii 0ns
NPOBEOeHHS BUSHAYEHUX 3aX0018 3a 6i0gedeHull uac. /s peanizayii ybo2o HeoOXIOHI IHCMpyMeHmu, sKI
0adyms 3M0O2y GUIHAUUMU CMYNiHb 6I0NOBIOHOCI 308HIUHIX THPOPMAYITHUX O3HAK OJ1 POOOMU KOMAHOUPA
ma wmaby 6amanbiory munosuM iHGOPMAYIIHUM O3HAKAM U000 HEOOXIOHUX 3aX001i6 0Jis 60al0i peanizayii
naaHyeanHs U opeanizayii 6otiosux Oill c8oix niopo3oinie.

3a pezyremamamu nposederux 00Cai0NHCeHb CHOPMYTbOBAHO HAYKOBO-NPUKIAOHE 3A80AHHS OOCAIONCEHHSL.
Y yvomy eunaoky 6ono 3800umvcs 00 po3poOieHHs MemoOuKu CuHmesy CMpYKmypu asmomMamu308aHoi
cucmemu maxkmuyHol nauxu ynpaeiinus 30pounux Cun Ykpainu wiisxom ynposaoxnceHHs: iHopmayitino-
ananimuunoi niocucmemu, wo O0A€E MOICIUBICMb YOOCKOHAIUMY NPOYec YAPAGNIHHA dacmuHamu ma
niopozdinamu 3a cmanoapmamu HATO.

Ilposedeno ananiz memoois, sAKi GUKOPUCIOBYIOMbCS OP2AHAMU YNPAGAIHHA, WO CEIOYUMb NpPO
HeobXIOHICMb NOWYKY HAUNPUUHAMHIUO20 MEemOOUYHo20 anapamy Oisi OOIPYHMYGAHHS piuieHb U000
3ACMOCYBAHHA YACMUH T NIOPO30inie 01 NPOMudii 30pOUHUM MA THWUM RPOBOKAYIAM NPOMUBHUKA Y PALIOHT
BUKOHAHHSA DOLI08020 3080AHHL.

Topyueno numans w000 HaAs8HOCMI HEBIONOBIOHOCHI Y Meopii | npaKmuyi Misc HeoOXiOHICmio NPOMuUOil
3a2po3am 3aCMOCY8AHHSA NPOMUBHUKOM CBOIX GIUCHK V patioHi 000poHu bamanbiiony (60ti06020 NOpsoKy nio
yac Hacmyny) ma 6paKom MemoOUsHO20 anapamy, aKutl ou 0aeas 3mo2y Gopmysamu payioHabHUL PO3NOOIN
yacmun i niopo30inie y 3a3HaA4eHUX YM0o8ax 0 6edenns bouosux Oitl. Ilooano memoouxy i areopumm, uo
0aromb  MONCIUBICTNG GUSHAYUMU CMYNIHb GIONOBIOHOCMI 306HIWHIX IHOOPMAYIUHUX O3HAK OAHUX, SKi
HAO0X005iMb HA NYHKM YNPAGAIHHA OAMAnbUOHY, MUNOGUM THPOPMAYIUHUM O3HAKAM He0OXiOHOT iHpopmayii
051 BUKOPUCMANHS NIO 4AC NPULHSIMIMA DIlUEHHS. HA 3ACMOCYBAHHA 4acmun i niopo30inis, wo 00380J5€
CBOEUACHO NPOBECMU 3AX00U U000 3aN00I2aHHS HE2AMUBHUM HACTIOKAM OJis1 HAYIOHATLHOIL be3neKu depicasu
nio uac eedenns botosux it wacmunamu i niopozoinamu 36pounux Cun Yrpainu.

Kniouosi cnoea: ingopmayiiino-anarimuuna niocucmema, iHQOpMAyitini O03HAKU, ABMOMAMU308AHA
cucmema ynpasuinHs, ingopmayis.
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