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The article presents the general provisions and essence of the approach to building a mathematical model
of the functioning of an automated military radio communication system in the process of its protection against
radio reconnaissance by radio exchange along rational routes. The main components of the mathematical
model of the functioning of an automated military radio communication system in the process of its protection
against radio reconnaissance by radio exchange along rational routes with low intelligence availability are
considered. The general structure of a mathematical model of the functioning of an automated military radio
communication system in the process of its protection against radio reconnaissance by radio exchange along
rational routes is proposed. It is shown that in the basic modeling unit of the subprocess of determining the
rational routes of radio exchange among the set of possible ones, an optimization problem is solved. The result
of solving this optimization problem is presented in tabular form for convenience. The analytical expressions
for the third-rank tensor of the intelligence accessibility of individual branches of the radio communication
system structure are obtained.
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Statement of the problem. Repulsing the large-
scale armed aggression of the russian federation
against Ukraine is accompanied by the acquisition of
new capabilities, both modern (and promising) means
of radio communication and means of radio
intelligence, which leads to significant changes in the
functioning of military radio communication systems
during their protection against radio intelligence. An
integral part of this issue is the construction of
mathematical models of the functioning of military
radio communication systems in the process of their
protection against radio reconnaissance.

The existing methodology for constructing
mathematical models of the functioning of military
radio communication systems in the process of their
protection against radio reconnaissance to some
extent does not meet the needs that are necessary for
research on the functioning of modern and advanced
automated military radio communication systems in
the process of their protection against modern and
advanced radio reconnaissance means. And, first of
all, due to the lack of mathematical models that
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would correspond to promising options for the
functioning of an automated military radio
communication system in the process of its
protection against radio reconnaissance.

Analysis of the latest research and publications.
A number of publications by Ukrainian and foreign
scientists are devoted to the research area considered
in the article [1-10]. In these publications,
mathematical models of the functioning of military
radio communication means and systems in the
process of their protection against radio
reconnaissance are developed, taking into account
more than two dozen different indicators of their radio
masking level. The proposed mathematical models are
mainly probabilistic in nature, so verification of their
adequacy requires a large amount of statistical
material, which is not always possible. In addition, the
application of these models is complicated by the fact
that new generation radio reconnaissance systems are
able to detect military radio communications almost
instantly with a probability close to one, provided they
are intelligence-available.
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Existing models are built on the basis of the
capabilities of radio communications and radio
reconnaissance assets of the old fleet and are based
mainly on the use of such energy characteristics as
signal-to-noise ratio, neglecting the decision-
making process regarding the presence of useful
signals at the receiver outputs of both enemy radio
reconnaissance assets and their own system.

Therefore, these studies practically do not take
into account the capabilities of modern and future
means of radio communication, means of radio
intelligence and the specifics of the decision-
making process regarding the availability of useful
signals at the outputs of their receivers.

The purpose of the article is to develop an approach
to constructing a mathematical model of the functioning of
the automated system of military radio communication in
the process of its protection from radio intelligence
by radio communication along rational routes.

Summary of the main material. According to the
general provisions of the theoretical foundations of the
methodology of mathematical modeling of the
functioning of the automated system of military radio
communication in the process of its protection from
radio intelligence, the mathematical model of the
functioning of the automated system of military radio
communication in the process of its protection from
radio intelligence by radio communication along
rational routes with low intelligence availability has
four basic blocks: a unit for obtaining and analyzing
information about the current state of radio
communications, enemy radio reconnaissance
systems, physical and geographical conditions in the
operational area as a medium for the propagation of
electromagnetic waves; block for modeling the
subprocess of formation of possible radio
communication routes; module of modeling the
subprocess of assessment of the current values of the
coefficient of reconnaissance accessibility of possible
radio communication routes, taking into account
different modes of operation of radio communication
facilities in their individual sections; block of
modeling the subprocess of determining rational radio
communication routes among the set of possible ones.

The basic unit for obtaining and analyzing
information on the current state of radio
communications, the enemy's radio intelligence
system, physical and geographical conditions in the
operational area, as a medium for the propagation of
electromagnetic waves, will be considered as a
block of initial data for further modeling. Such
initial data, in addition to the initial data considered
in a similar block of the mathematical model of the

functioning of the automated system of military
radio communication in the process of its protection
from radio reconnaissance by the rational purpose
of modulation types to its means, should include:
Gr = (M, G) — graph of the structure of the
military radio communication system, where M is
the set of vertices (means of radio communication),
G=(G,G,,...G,) — a set of branches (direct

communication lines between radio communication
facilities);

Agp — a specified level of radio intensity;

Tsp — a specified level of time delay in the
delivery of information packages;

osp — a specified level of variance of the time
delay in the delivery of information packets;

Dsp — a given level of probability of timely
delivery of information packages;

Aé‘;,s — a specified level of intensity of loss of
information packets;

ml — information directions in the military radio
communication system (Vme[l,M]a Vie[l,M]s
Vm=#l);

k, — partial information flows of each
information direction (f ¢ [1.K ]);

Mole> mgle> > T mg [, Means of radio

communication, between which there are direct
communication lines (generalized system of
military radio communication);

©6y PGy PGy — capacity of the branches of the
structure of the military radio communication system;

jlev G2 ,j(GH) — rational assignment of
modulation types to the branches of the radio
communication system structure;

A,,pc — 2-tensor of radio communication
intensity in one information direction (in general form);

T (x,.)c — 2-tensor of time delays in the delivery
of information packets for one information direction
(in general);

P nc — 2-tensor of probabilities of timely
delivery of information packets for one information
direction (in general form);

X (k,,pc — 2-tensor of variances of time delays in
the delivery of information packets for one
information direction (in general form);

RD(;y(A) — 2-tensor of intelligence
accessibility of individual branches of the radio

communication system depending on the intensity
of information exchange (in general);
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RD (6 (T) — 2-tensor of intelligence
accessibility of individual branches of the radio
communication system depending on the time
delays of information exchange (in general);

RD(;y(2) — 2-tensor of intelligence
accessibility of individual branches of the radio
communication system depending on the variances
of time delays of information exchange (in general);

RD (1) (P) 2-tensor of intelligence
accessibility of individual branches of the radio
communication system depending on the probabilities
of timely information exchange (in general).

The basic block of modeling the subprocess of
formation of possible routes of information exchange
is based on the procedure of decomposition of a graph
Gr = (M,G) into a set of its simple chains
E=¢§¢&,...& for each information direction ml,
known in discrete mathematics.

The basic block of modeling the subprocess of
estimating the current values of the coefficient of
intelligence  accessibility of possible radio
communication routes, taking into account different
modes of operation of radio communication facilities
in their individual sections, is based on analytical
ratios for the coefficient of intelligence availability of
military radio communication facilities in different
modes of operation, analytical dependence for the
intelligence availability coefficient of a separate
branch of the structure of the radio communication
system and tensors Ag; conversion of basis G to
basis =. This base unit can be represented by Figure 1.

In the block of formation of generalized tensors of
the second rank (2-tensors) of radio communication
quality indicators, generalization to all information
directions Ky, Ggof dimensional 2-tensors of radio
communication quality indicators for one
information direction is carried out. This procedure
is carried out in order to ensure that all possible
features of the quality of radio communication on
the scale of the entire military radio communication
system are taken into account during its protection
from enemy radio reconnaissance and their
generalization. Obtaining generalized 2-tensors of
indicators of the quality of radio communication at
the scale of the radio communication system will
allow a correct approach to solving the problem of
determining rational routes of radio communication
in the system on the basis of finding a compromise
between the quality of radio communication and
requirements for intelligence accessibility as
separate means of military radio communication,
radio communication routes and the radio
communication system as a whole. It is also a
convenient tool for assessing the current state of the
capabilities of the military radio communication
system to ensure high-quality information exchange in
the command and control system of troops (forces).

Block of formation of generalized
2-tensors of radio communication quality
indicators

Block for the formation of 3-tensors of
reconnaissance accessibility of individual
branches of the structure of the radio
communication system depending
on the indicators of the quality of radio
communication

Block of conversion of 3-tensors of
reconnaissance accessibility of individual
branches into 2-tensors of reconnaissance

accessibility of radio communication routes
for all information directions

Figure 1 — Structure of the basic unit for modeling
the subprocess of estimating the current values
of the coefficient of reconnaissance availability

of possible radio communication routes

In the block of formation of tensors of the third
rank (3-tensors) of reconnaissance accessibility of
individual branches of the structure of the radio
communication system, depending on the indicators
of the quality of radio communication, the
generalization of 2-tensors of intelligence
accessibility to all modes of operation of radio
communication facilities is carried out.

Taking into account all modes of operation of radio
communication facilities, the 2-tensor of
reconnaissance_accessibility RD () (A) will take
the form 7G, gZsz of a dimensional 3-tensor of

m,l
intelligence accessibility of individual branches of
the structure of the radio communication system
RD (1) (A) (Figure 2).

Taking into account all modes of operation of radio
communication facilities, the 2-tensor of intelligence
accessibility RD(p)(T) is transformed into
G, gz K, a

m,l

dimensional 3-tensor of

intelligence accessibility of individual branches
of the network RD (p;)6;(T) (Figure 3).
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Figure 3 — 3-tensor of intelligence accessibility of individual branches of the network RD (;)6;(T)
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Taking into account all modes of operation
of radio communication facilities, the 2-tensor of
reconnaissance accessibility RD () (Z) will take
the form 7GggZKm; of a dimensional 3-tensor

m,]
of reconnaissance accessibility of individual
branches of the network RD (,)6;(Z) (Figure 4).

The 2-tensor of intelligence accessibility,
RD ;) (P) taking into account all modes of
operation of radio communication facilities, is
transformed into 7Ggg Km; a dimensional

m,]

3-tensor of intelligence accessibility of individual
branches of the network RD (,;);(P) (Figure 5).
The block of conversion of 3-tensors of
reconnaissance accessibility of individual branches
into 2-tensors of reconnaissance accessibility of
radio communication routes for all information

directions is based on the use Az of a tensor as a
tensor for converting a basis G into a = basis.
Then, in general, we can write:

RDuiys = RD (i) jAz¢ = RD(migjAcz. (1)

where
31 &2 &9
G1 a11 a21 a191
GZ a12 a22 a192
Agz= " .. . . 2)
Gy|| tag G2g - avg

In the basic block of modeling the subprocess of
determining rational radio communication routes
among the set of possible ones, the optimization
problem with the objective function (3) is solved:

n}g}n\/RD(kal)fi ) + RD(kaz)fi (0 + RD(zkml)fi (o) + RD(kaz)fi ), )
v(m,1 € [1, M)V (k € [1, K )):V (& € [61,5,,]),

. .. . X . . . qlos los
with restrictions: Ay, < Aset; Ti,y < Tsets Okpy < Osets Phyy = Psets A, )6 < Aset-

o)/ )
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Figure 4 — 3-tensor of intelligence accessibility of individual branches of the network RD ()¢ (2)
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Figure 5 — 3-tensor of intelligence accessibility of individual branches of the network RD () ; (P)

At the same time, for each information direction
in the radio communication system, such rational
routes for the transmission of partial information
streams are selected, which have the minimum total
intelligence availability with restrictions on the
intensity of radio communication, average delays of

information packets and their dispersion, the
probability of timely delivery of information
packets in the network, and the intensity of packet
losses. The result of solving the optimization
problem (3) is conveniently presented in Table 1.

Table 1 — Rational Radio Communication Routes

Partial Rational Estimated Estimated Estimated Estimated Estimated
information route of | reconnaissance | intensity of delay in deviation | probability
flow information | accessibility of | information | information from the of timely
Information Ko exchange the route exchange delivery average delivery of
direction gfg;l RD,.» on the route Tk delay in information
Ay information Py
delivery
O_(kml)
1
iz fr&? RD@,,) 2‘(112) T(112) 0(145) Payy)
2
12 212 gré? RD(,,) 2‘(212) T(212) 0(212) Pyy)
K
K> fraltz RD k,,) A(Ku) T(K12) O(K12) Pki,)
1
Lis fr;? RD(113) /1(113) T43) 9(113) Pays)
2
13 213 grég RD(213) /1(213) T(213) 9213) P25
K
Kis rat RD(K13) A(K13) T(ky3) O(K13) Pkis)
To—
1(M—1)M 5”21:1 oM RD(l(M—1)M) A(I(M—l)M) T(l(M—l)M) a(l(M—l)M) p(l(M—1)M)
20—
M—-1)M 2(m-1)m si,i”f oM RD(20y_1ym) A(Z(M—l)M) Cwm-om) | °Cwm-vm) | Pem-vm)
K-
K-1ym S(m(ivl oM RD(K(M—1)M) A(K(M—l)M) (K m-1m) O (Km-1ym) P(k-1m)
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Figure 6 — Block diagram of the mathematical model of the functioning of the automated military radio
communication system in the process of its protection from radio reconnaissance by radio communication
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A block diagram of a mathematical model of the
functioning of an automated military radio
communication system in the process of its
protection from radio intelligence by radio
communication along rational routes with low
intelligence availability can be presented in
Figure 6. Block diagram number 1 contains the
basic unit for obtaining and analyzing information
on the current state of radio communications, enemy
radio intelligence systems, physical and
geographical conditions in the operational area as a
medium for the propagation of electromagnetic
waves; Numbers 2 — 5 contain the components of
the basic block of modeling the subprocess of
formation of possible radio communication routes
by decomposing the graph Gr = (M, G) into a set
of its simple chains E=¢E,..5, for each

information direction m/; Numbers 6 — 9 contain the
blocks of formation of the basis G to basis
conversion tensorZ; Numbers 10 — 13 contain the
components of the block formation of 2-tensors of
quality indicators generalized to all information
directions of the radio communication system radio
communication; Numbers 14 — 17 contain the
components of the block for the formation of 3-tensors
of intelligence accessibility of individual branches
of the structure of the radio communication system
depending on the quality indicators of the
intelligence accessibility tensors of individual
branches into 2-tensors of intelligence accessibility
of radio communication routes for all information
directions; Number 22 is the basic block simulation
of the subprocess of determining rational radio
communication routes among the set of possible
ones; Number 23 is the block for the formation of
rational radio communication routes with low
intelligence availability.

Conclusions

The article first to develop a mathematical model
of functioning of the automated system of military
radio communication, which: takes into account the
process of its protection from radio intelligence by
radio communication along rational routes with low
intelligence availability; is built on the basis of tensor

dependencies of the intelligence availability
coefticients of individual direct radio communication
lines on the indicators of the quality of information
exchange in the elementary basis of the structure of the
automated military radio communication system with
their ~ subsequent transformation to  tensor
dependencies of the intelligence availability
coefficients of radio communication routes, which
ensured the consideration of multipath packet routing,
which is implemented in modern and future automated
systems military radio communications, not only for
reasons of optimal use of the resources of the military
radio communication system, but for reasons of
finding a compromise between the values of the
coefficients of intelligence accessibility of radio
communication routes and the values of indicators of
its quality. In addition, it ensured the receipt of rational
radio communication routes in the automated military
radio communication system.

The results obtainedare the scientific basis for the
further development of a systematic approach to the
development of theoretical and practical foundations
for the creation of mathematical models of the
processes of functioning of automated systems of
military radio communication in the conditions
of their protection from radio intelligence.

In further research, it is planned to improve the
algorithms for the formation of 3-tensors of
intelligence accessibility of individual branches
of the structure of the radio communication system,
depending on the indicators of the quality of radio
communication.
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PO3POBJIEHHSA MATEMATHYHOI MOJIEJI ®YHKIIIOHYBAHHSA ABTOMATH30BAHOI
CHCTEMM BIIICLKOBOT'O PAJIIO3B’SI3KY V IMTPOLECI ii 3AXMCTY BIJI PAIOPO3BIIKHT
PAJIIOOBEMIHOM 3A PAIIIOHAJIBHUMHY MAPIIPYTAMU

Haeseodeno 3azanvui nonoscenns i poskpumo cymuicmes nioxody 00 nod6yoosu mamemamudnoi mooei
DYHKYIOHYBAHHA  ABMOMAMU308AHOI CUCTHEeMU  BilICbKOB020 paodio3e’ssKy Yy npoyeci ii 3axucmy 6i0
paodiopos3sioku  padioobMinom 3a payioHATbHUMU Mapuwpymamu. Posensnymo OCHOBHI  CKAAOHUKU
MamemamuyHoi mMooeni QYHKYIOHYBAHHS A8MOMAMU308AHOL cucmeMu 8iliICbKO8020 padio3s 3Ky y npoyeci it
3axucmy 6i0 paodiopo36ioKu padiooOMIHOM 30 PAYIOHALHUMU MAPUPYMAMU 3 HU3BKOK PO3BI0YEAbHON
docmynuicmioo.  3anponoHO6aHO  3A2aNbHY  CMPYKMYPY — MAMeMAamuyHoi  Mooeni  (hyHKYIOHYBAHHS.
aABMoOMaAmu308aHol  cucmemu  GiliCbK08020 padio3e’si3ky Yy npoyeci i 3axucmy 6i0 padiopo3eioku
PAOi00OMIHOM 3G PAYIOHATLHUMU MAPWPYMAMU.

THokaszano, wo y 6aszoeomy 010Yyi MOOent08anHA NIONpoYecy BUSHAUEHHA PAYIOHANbHUX MAPUPYMIE
PAOi00OMIRY ceped MHONCUHU MONCTUBUX 30TUCHIOEMbCA PO38 SA3Y6AHHS ONMUMI3aYiiHOI 3a0aui, pe3yibmamu
D038 A3aHHS SAKOL OJ1s1 3pYYHOCMI NOOAHO Y 8ueasadi mabauyi. Ompumano anarimuyui eupasu OJisi meH3opa
mpemvo2o paney (3-meus3opa) po36i0y8anbHUX OOCMYNHOCMEN OKpeMux 2iloK CMpYKmypu cucmemu

Paodioss ’si3Ky.
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Knwuosi cnosa: mooderb, mamemamuune MOOETOBAHHA, AGMOMAMUI0EAH] CUCMEMU, BIUCLKOBUL
paoioss's30x, mapwpymu ingopmayiiinoco 0oMminy, Koepiyichm po3eioyeaibHoi 00CMYNHOCHI, HASUAIbHA
MamepianbHo-mexHiuna 6a3a, ni02omosKa GilicbK, MpeHaxdcepua 6a3a, MpPeHaNCepHutl KOMNIEKC, WMy4HUl
iHmenekm, aneopummu YYHKYIoHy8anHs, 3axucm 6io padiopo3eioKu.
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