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THE ESSENCE AND PECULIARITIES OF COUNTERING ECONOMIC THREATS
IN THE SPHERE OF FUNCTIONING OF SECURITY FORCES

The article highlights the issue of studying the essence and peculiarities of countering economic threats in
the sphere of functioning of security forces. The terminology of the concept of economic security is considered.
The main directions of combating economic crime are substantiated. The issues of reforming law enforcement
agencies in the field of combating economic crime and the abolition of the Bureau of Economic Security are
studied. The main measures to counteract economic threats in the sphere of functioning of the state security
forces are formed. The directions of further scientific research are provided, which are the development of
promising mechanisms that will combine operational and investigative measures with preventive ones.
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Statement of the problem. Today, Ukraine is a
young European country which strives to become a
modern and developed social and legal state.
Unfortunately, the large-scale invasion of russia in
2022 and the hybrid armed aggression of 2014 have
become obstacles to further economic development.
Therefore, the threats to the economic security of
the state, namely the shadow economy, the growth
of the criminal sector in the economic sphere, the
high level of corruption in the administrative
apparatus of the government, etc. have been
supplemented by threats to sovereignty, territorial
integrity and independence.

During the period of Ukraine's independence,
most structural changes in public administration
were haphazard and spontaneous, and there was
virtually no evidence-based structural adjustment of
the economy. During this period, Ukraine lost a
significant part of its production potential, and
almost half of its economy went into the shadows.
The crisis in public finances, chronic budget
underperformance, and the country's threatening
external debt obligations require fundamental
changes in fiscal policy.

In order to combat economic threats, the
government is developing and implementing
reforms in the political, economic, social, scientific,
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technological and other spheres of state life.
However, a major obstacle to this is the threatening
state of corruption. This is explained by the fact that,
despite the sufficient number of law enforcement
agencies of the state, which are responsible for
ensuring the economic security of Ukraine,
effective  and efficient regulatory, legal,
organisational and administrative state mechanisms
for their activities to counter threats to economic
security have not yet been created.

Analysis of recent research and publications.
In recent years, a significant scientific contribution to
the development of public administration problems
to improve the State's activities to ensure economic
security has been made by well-known scholars:
S. Bielai, V. Bilous, 1. Yevtushenko, O. Korystin,
M. Melnyk, S. Osypenko, S. Pysarevskyi,
A. Skrypnyk, A. Smyrnov, V. Tatsii, and others. The
theoretical provisions developed by them on the
activities of law enforcement agencies of the State to
ensure economic security can be used to clarify the
essence of the regulatory, legal, organisational and
managerial mechanisms of their activities to counter
threats to economic security. Scientists have revealed
the problems of regulatory and legal support for
ensuring economic security, highlighted the issues of
the essence of economic crimes, prevention
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of economic crime, coordination of security forces
and their interaction in matters of ensuring economic
security, etc. However, despite the wide range of
studies on various aspects of the activities of security
forces in ensuring economic security, many issues in
this area require more detailed analysis, in particular,
the issue of countering economic threats in the field
of functioning of the state security forces.

The purpose of the article is to provide a
theoretical substantiation of the fundamental
principles of ensuring economic security by
counteracting economic threats in the sphere of
functioning of the State's security forces.

Summary of the main material. Studying the
issue of economic security, it can be concluded that
economic security is the protection of national
interests in the economic sphere from real and
potential internal threats, primarily from economic
losses. According to a generally accepted definition,
economic security is a system that ensures the
sustainability of the national economy, preservation
of its integrity and ability to develop itself despite
adverse external and internal threats. The state of
economic security is assessed by a system of
indicators that determine favourable conditions for
the functioning of the economic system [1].

According to the theory of management, the
means of ensuring economic security include
specific measures developed and implemented by
the state, authorities, power structures, business
entities and public authorities. In addition, the
public is also involved in the implementation of
economic security programmes. First of all,
economic security implies a certain protection of the
economy from internal and external dangers, which
allows it to provide adequate living conditions and
personal  development, socio-economic and
military-political stability of the country [2].

Analysing the negative processes in the
economic sphere, economic security risks can be
classified as: growth and increased criminalisation
of the "shadow" sector of the economy; increased
corruption and organised crime, as well as
penetration into key sectors of the economy;
inefficient management of the state tax system;
prevalence of collective tax evasion; inefficiency of
the legislative and judicial systems; lack of
coordination of law enforcement agencies in the
fight against economic crime.

The team of authors determines [3] that the
public authorities in the field of economic security
today should: ensure conditions for sustainable
economic growth and increase the competitiveness

of the national economy; accelerate the gradual
implementation of economic structural and
institutional reforms, improve the investment
climate and increase the efficiency of the
investment process; improve antitrust policy and
create an effective mechanism for state regulation
of natural monopolies; overcome the "shadow
economy" by conducting [3].

Agreeing with the above promising measures,
we would like to add that in modern scientific
developments there are certain studies that define
the concept of projects, programmes of legal and
information infrastructure, as well as a system of
conditions, criteria and indicators of organisational
forms and mechanisms for protecting the national
economy from various threats, but a common
drawback of almost all approaches is the lack of
analysis of economic security related to the system
of national interests [4]. The latter record and reflect
what is common to different economic actors and is
the subject of economic security. The issue of the
economic potential and economic power of the state
is linked through this category of national interest to
such issues as the state of the national gene pool, the
prerequisites for socio-cultural prosperity and the
strength of its economic and political positions in
the international arena [5].

The scale of economic crime in Ukraine today is
such that this problem cannot be ignored when
formulating more or less serious programmes of
socio-economic development of the country as a
whole or its individual regions. Without considering
the factors that cause crime and their impact on the
implementation of specific  socio-economic
projects, the latter are doomed to failure [6].

Financial crime refers to a set of offenses
directly related to the violation of relations
regarding the formation, distribution, redistribution
and use of financial resources of a business entity.
Financial crime is extremely diverse and complex.
Depending on the circumstances, different factors
are of practical importance, and accordingly there
may be different options for their classification.
Thus, depending on the level of financial relations
that are the object of encroachment, crimes that
encroach on the national financial system (national
and local finances) and crimes that encroach on the
finances of individual economic entities
(entrepreneurial) are distinguished [7].

According to management theory, the choice of the
quality of measures to protect economic security
should be based on specific measures developed and
implemented by social individuals and communities
created and implemented by them in the form of the
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state, its bodies, authorities and management,
corporate structures, public and political
organizations. Timeliness, sufficient completeness of
detection and operational analysis of the situation in
the complex, which causes danger, efficiency and
rationality of the selected protective measures, the
obligation of organizational and managerial decisions
regarding the implementation of these measures
create a single compensatory and countermeasure
mechanism that creates a state of security [8].

The analysis of negative processes in the economic
sphere [9, 10] shows that the factors that threaten
economic security include the growth of the "shadow"
economy and the strengthening of criminalization, the
spread of corruption and organized crime, their
penetration into key sectors of the economy,
inefficient management of the public sector and tax
system, large-scale tax evasion, lack of legislation and
judicial system adequate to the criminogenic situation,
economic crime and lack of coordinated actions law
enforcement agencies to strengthen the fight against it.

The study of the subject of state activity in the
field of economic security establishes that the main
directions should be: identification and monitoring
of factors that undermine the stability of socio-
economic systems in the short and long term;
development and implementation of the economic
policy of institutional transformations, which is
aimed at climinating or mitigating the harmful
effects of threatening factors, localization of the
threats themselves and their further elimination.

A serious threat is the growth of the "shadow"
economy and the strengthening of its criminalization.
According to estimates of independent analysts,
shadow economic activity in Ukraine accounts for
50-60 % of the total volume of the country's gross
domestic product. The presence of such a volume of
shadow sectors is one of the reasons for the sharp
decline in production, mass bankruptcy of enterprises
and industries, which ultimately leads to the presence
of economic crime and corruption, as well as a sharp
decrease in the standard of living of the population.

Analysis of the situation in the field of anti-
corruption shows that the criminalization of power
is closely related to the expansion and development
of organized criminal activity in the economic
sphere of society. Domestic criminals go far beyond
the borders of Ukraine and come into contact with
both criminal and legal economic organizations in
different countries.

In view of the above, the main directions of
combating economic crime should include:
adoption of new and amendments to outdated laws
and regulations in the field of economy, social

sphere, criminal law and criminal procedural
legislation; solving social and economic problems
of society in order to reduce the number of people
involved in illegal activities; destruction of criminal
groups, deprivation of the economic basis of their
activity and creation of conditions that make their
further functioning in the economic sphere
impossible; to use all possibilities of operative
investigative activity and pre-trial investigation of
criminal justice units to fully expose participants in
criminal activity and bring them to criminal
responsibility; to improve the structure of special
units for combating economic crime, to form ways
of coordination in their management, to develop
measures to maintain high-quality personnel and
improve technical equipment; ensure the
development of direct relations between law
enforcement agencies, develop a system of bilateral
and multilateral agreements between states on
cooperation in the fight against transnational
economic crime.

In general, solving the issue of combating
economic crime in Ukraine is of primary importance.
Therefore, solving the issue of economic security of
Ukraine is a priority task for all branches of
government. The identification of threats to Ukraine's
economic security has set new requirements for
mechanisms for regulating processes in this area. First,
a truly scientific analysis and assessment of the
situation, the external and internal environment of
each process and phenomenon, the decisions made
and the analysis of the results achieved in each specific
case, both at the macro- and micro-economic level, is
necessary. Secondly, the development of the strategy
of national economic security and its adoption as a
legal basis for the activity of state authorities, together
with other legislative acts, will ensure the necessary
legal and political protection of the state's economic
sovereignty. The issue of improving the management
efficiency of law enforcement agencies, which carry
out various measures to protect economic security,
deserves special attention.

There are 4 centers of state power in Ukraine: the
Verkhovna Rada, the President, the Cabinet of
Ministers and the National Bank of Ukraine, which
determine economic policy and influence the
development and protection of the economy, but so
far each of them does not have the status of clearly
defined powers and is not fully responsible for its
decisions and implements them within the
framework of a single legally defined economic
policy of the state. For a long time, there was a
confrontation between various departments of the
government, which caused significant damage to
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the economy of the state. And this contributed to the
further increase in the number of economic crimes,
the development of economic crime as the main
threat to economic security.

Therefore, the fight against economic crime
requires a wider range of effective measures than
those currently in use. Therefore, together with the
development of the law enforcement system,
the process of administrative reform should include
the reform of institutions that are directly
responsible for the fight against economic crime.
However, due to the lack of scientific justification
when discussing the issue of reforming state
structures for a long time, almost all participants
focus only on the need to reduce the number of
personnel in the Ministry of Internal Affairs and
small structural reforms in other law enforcement
agencies. At the same time, modern administrative
theory claims that it is inappropriate to reduce
reforms only to the reduction of staff and that this is
a secondary process. Issues that structurally
underlie the effectiveness of the coordinated
activity of state bodies are of crucial importance.
With regard to countering economic threats in the
sphere of functioning of the state security forces, it
is appropriate to emphasize that there is an urgent
need to define promising measures for mobilizing
the efforts of operational and investigative activities
and preventive measures in this sphere.

The analysis of the situation in the field of anti-
corruption shows that the criminalization of power
in the power structures is closely related to the
spread and development of organized crime in the
economic sphere. The number of dangers and
threats in the economic sphere, as well as the
number of errors and miscalculations, has reached
such a limit, the excess of which can lead to
catastrophic consequences, which requires effective
and coordinated measures by state authorities.
Therefore, it is extremely important to create an
effective and rational system of law enforcement
agencies to ensure economic security as a well-
coordinated and resource-balanced complex of
measures to counter internal and external threats.

A positive step in the direction of reforming law
enforcement agencies in the field of combating
economic crime was the creation of the Bureau of
Economic Security, which is the central body of the
executive power, which is entrusted with the tasks
of combating offenses that interfere with the
functioning of the state's economy. Its activities are
directed and coordinated by the Cabinet of
Ministers. The powers of the Bureau of Economic
Security include: identification of risk zones in the

economy by analyzing structured and unstructured
data; assessment of risks and threats to the economic
security of the state, development of methods of
their minimization and elimination; provision
of proposals for amendments to normative legal acts
on the elimination of prerequisites for the creation
of schemes of illegal activity in the economic
sphere; ensuring the economic security of the state
by preventing, detecting, terminating, and
investigating criminal offenses affecting the
functioning of the state's economy; collecting and
analyzing information about crimes affecting the
economic security of the state and determining ways
to prevent their occurrence in the future; planning
measures in the field of combating criminal offenses
assigned by law to its jurisdiction; detection and
investigation of offenses related to the receipt and
use of international technical assistance; drawing up
analytical conclusions and recommendations for
state bodies in order to improve the efficiency of
their management decisions regarding the
regulation of relations in the economic sphere [11].

Currently, the Bureau of Economic Security
should pay maximum attention to combating
economic crimes in the functional areas of the
security forces. The conducted analysis will help to
identify the reasons that pose a threat to the state of
economic development of the state:

—economic (criminalization of socio-economic
relations of the state through the introduction of
legalized criminal capital into these sectors,
monopolization of the domestic market by criminal
capital, reorientation of the economy to the one-
sided development of only super-profitable
industries and hindering the development of other
sectors, deterioration of the international investment
image of Ukraine);

—political (development of interconnected
processes of criminalization of political crimes and
politicization of economic crimes);

— social (more and more people are involved in
criminal activities, which increases mistrust of the
authorities in solving socio-economic problems and
ensuring law and order).

Therefore, based on the above, the main measures
to counter economic threats in the sphere of the
functioning of the state security forces should be:
development and improvement of the legal framework
for countering economic threats in the sphere of the
functioning of the security forces by adopting new
normative legal acts and making changes to outdated
legislation; elimination of situations that contribute to
the involvement of a significant number of security
forces employees in illegal activities, by solving social
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and economic problems of society; the elimination of
organized crime and the creation of conditions that
make it impossible for security forces to be involved
in its activities; improvement of activities of bodies
and units for combating economic crime; improving
the interaction of bodies and units for combating
economic crime with state and local self-government
bodies in the fight against economic crime.

Thus, from the above, it can be noted that the
mechanisms for countering economic threats in
the field of security forces should include a wider
range of measures than those currently in use. To
this end, the law enforcement system should be
developed by conducting an effective
administrative reform of law enforcement agencies
created to fight economic crime. The key issue is the
effective interaction of law enforcement agencies in
ensuring economic security. It is necessary to move
from solving small crimes to solving global
problems of economic crime, such as corruption in
authorities (security forces), organized crime in the
economic sphere, and public support for certain
types of economic crimes. This means that it is
necessary to develop promising mechanisms that
combine operative and investigative measures with
preventive measures.

Based on the results of the conducted research, it
is possible to reach the following conclusions.

1.In the regulatory and legal documents of
Ukraine there are proposals for the development
of legal and information infrastructure, the factors,
criteria and indicators of organizational forms and
the mechanism of protection of national security
from economic threats are determined, while the
main drawback of all the mentioned studies is
the lack of a systematic analysis of economic threats
in the field of activity security forces.

2. Criminalization of economic activity leads to
deformations not only in the economic sphere
(economic relations in society), but also in the social
sphere (consciousness of citizens). The so-called
"shadow economy" negatively affects not only the
main components of the national economy, but also
the general state of national security. Therefore, the
threatening state of economic threats in the sphere
of security requires effective countermeasures on
the part of the state.

3. In modern conditions, economic crime has
acquired organized forms, which are based on
socio-economic relations regarding obtaining funds
illegally. The current state of economic crime is a
threat to the security of the state, which manifests
itself in the form of a direct decrease in material
values, disruption of the functioning of certain

branches of the economy or the implementation of
socio-economic programs, which negatively affects
the defense capability of the state.

4. Coordinated actions of bodies and units for
combating economic crime to determine and
eliminate the causes and conditions for the
appearance and spread of economic threats in
the field of security forces should become priority
measures of the mechanisms for countering
economic threats in the field of security forces.
Therefore, the directions of further scientific
research are the development of promising
mechanisms that will combine operative and
investigative measures with preventive ones.

References

1. Bielai S. V., Pysarevskyi S. V., Osypenko S. M.
(2023). Doslidzhennia zahroz ekonomichnii bezpetsi
derzhavy u sferi lohistychnoho zabezpechennia
skladovykh sektora bezpeky i oborony [Study of
threats to the economic security of the state in the
field of logistical support of the components of the
security and defense sector]. Aktualni pytannia u
suchasnii nautsi, no. 6 (12), pp. 153-163 [in
Ukrainian].

2. Skrypnyk A. V. (2002). Derzhavne
rehulivvannia transformatsiinoi ekonomiky
(aspekty i modeliuvannia) [State regulation of the
transformational economy (aspects and modeling)].
Irpin : Academiia derzhavnoi podatkovoi sluzhby
Ukrainy [in Ukrainian].

3. Bielai S. V., Iokhov O. Yu., Yevtushenko 1. V.
(2023). Doslidzhennia teoretyko-metodolohichnykh
zasad vplyvu ekonomichnoi zlochynnosti na stan
zabezpechennia natsionalnoi bezpeky [Study of the
theoretical and methodological foundations of the
influence of economic crime on the state of ensuring
national security]. Naukovi innovatsii ta peredovi
tekhnolohii, vol. 7 (21), pp. 27-38 [in Ukrainian].

4. Zakon Ukrainy "Pro natsionalnu bezpeku"
No 2469-VIII [Law of Ukraine about National
Security activity no. 2469-VIII]. (2018, June 21).
Vidomosti Verkhovnoi Rady Ukrainy, no. 31,
art. 241 [in Ukrainian].

5.Korystin  O. Ye. (2010). FEkonomichna
bezpeka [Economic security]. Kyiv : Pravova
Yednist [in Ukrainian].

6. Smyrnov A. A. (2002). Zlochynnist u sferi
pidpryiemnytskoi diialnosti ta yii poperedzhennia
[Crime in the field of business activity and its
prevention]. Extended abstract of candidate's thesis.
Kyiv : Nationalna academiia vnutrishnikh sprav, 19 p.
[in Ukrainian].

166 ISSN 2078-7480. Yecmn i 3axon Ne 3 (90)/2024



O. Tykhonenko. The essence and peculiarities of countering economic threats in the sphere
of functioning of security forces

7. Tatsii V. Ya. (2001). Borotba zi zlochynnistiu u
sferi  ekonomichnykh vidnosyn yak vyrishalnyi
napriamok diialnosti pravookhoronnykh orhaniv [ The
fight against crime in the sphere of economic relations
as a decisive area of activity of law enforcement
agencies]. Krok, no. 23, pp. 4-5 [in Ukrainian].

8. Bilous V. T. (2004). Koordynatsiia
upravlinnia pravookhoronnymy orhanamy Ukrainy
po borothi z ekonomichnoiu  zlochynnistiu
(administratyvno-pravovyi aspekt) [ Coordination of
the management of law enforcement agencies of
Ukraine in the fight against economic crime
(administrative and legal aspect)]. Doctor's thesis.
Irpin : Nationalna akademiia derzhavnoi podatkovoi
sluzhby Ukrainy, 443 p. [in Ukrainian].

9. Melnyk M. L. (2002). Kryminolohichni ta

[Criminological and criminal law problems of
combating corruption]. Extended abstract of
Doctor's thesis. Kyiv Nationalna academiia
vnutrishnikh sprav, 31 p. [in Ukrainian].

10. Bilous V. T. (2001). Finansovi ustanovy
SShA  proty koruptsiinykh  diian  inozemnykh
posadovykh osib [US financial institutions against
corrupt practices of foreign officials]. Komandor.
Visnyk derzhavnoho sluzhbovtsia Ukrainy, vol. 1,
pp. 34-36 [in Ukrainian].

11. Zakon Ukrainy "Pro Biuro ekonomichnoi
bezpeky Ukrainy" Ne 1150-1X [Law of Ukraine about
the Bureau of Economic Security of Ukraine activity
no. 1150-IX]. (2021, November 28). Vidomosti
Verkhovnoi Rady Ukrainy, no. 23, art. 197 [in
Ukrainian].

kryminalno-pravovi problemy protydii koruptsii
The article was submitted to the editorial office on 15.10.2024
YK 351.712:355.6
O. JI. Tuxonenko

CYTHICTH TA OCOBJIMBOCTI MPOTU/IIi EKOHOMIYHHUM 3ATPO3AM
Y COEPI ®YHKIIIOHYBAHHS CUJI BE3IIEKA

Axmyanizo8ano numanHsa 00CHONCEHHI CYMHOCI ma 0cooausocmeti npomuoii eKOHOMIYHUM 3a2po3am Y
cghepi  ynkyionysanus cunogux cmpykmyp. Ycmanogneno, wo y HOPpMAmMuHO-NpagoGUx OOKYMEHmMAX
Yrpainu micmamocs npono3uyii w000 po3sumxy npasosoi ma inghopmayitinoi inghpacmpykmypu, 6U3HA4eHo
YUHHUKY, KpUmepii ma NOKA3HUKU OP2aHi3ayitiHux opm i Mexanizmy 3axucmy HayioHaibHOI be3nexku 6io
eKOHOMIUHUX 3a2po3. 1Ipu ybomy 20106HUM HEOOMKOM € me, Wo OPAKYE CUCTNIEMHO20 AHANI3) eKOHOMIUHUX
3aepo3 y NpaKkmuyHiti OIANbHOCMI CULOBUX cmpykmyp. Pozensinymo mepminono2iuHull anapam noHamms
eKOHOMIYHOI Oe3nexu. Busznaueno, wo Kkpuminanizayis 2ocnooapcvkoi OiAlbHOCMI NPu3800UmMs 00
Odepopmayiii He uwie 8 eKOHOMIUHIU cqhepi (eKOHOMIUHUX GIOHOCUH Y CYCNIIbCMEBI), a Ul Y coyianvbHill cqhepi
(céioomocmi epomadsn). Tax 36ana «miHbOBA EKOHOMIKAY» He2AMUBHO BNAUBAE He MINbKU HA OCHOBHI
CKAAOHUKU HAYIOHATbHOI eKOHOMIKU, a U HA 3a2albHUll CMaH HayioHanbHoi be3neku. Tomy 3a2po3nuuti cman
EeKOHOMIUHOI be3nexu nompebye 0ieoi npomudii 3 60xy deparcasu. OOIPYHMOBAHO OCHOBHI HANPAMU NPOMUOLT
EeKOHOMIYHIU 3104UHHOCII. [[08e0eH0, Wo Hapa3i eKOHOMIYHA 3/I0YUHHICMb HAOYIA OP2aHi308AHUX (OPM, &
OCHOBI AIKUX J1eXCamb COYianbHO-eKOHOMIUHI BIOHOCUHU CMOCOBHO HE3AKOHHO20 OMPUMAHHA KOWMIe.
CyuacHuii cmaH eKOHOMIYHOI 3M0YUHHOCMI — ye 3azpo3a besneyi 0epxicasu, AKa NPOAGIAEMbCA Y GU2IA0L
NPAMO20 3MEHUEHHS MAMEPIANbHUX YIHHOCMEN, NOPYWEHHS (DYHKYIOHYBAHHS OKPEMUX 2ATy3ell eKOHOMIKU YU
peanizayii coyianbHO-eKOHOMIUHUX NPOSPAM.

Pozensnymo numanms peghopmysarmst npasooxopoHHUX opeanie y cqpepi npomuoii’ eKOHOMIYHIN 3N0UUHHOCT
ma cmeopennst biopo exonomiunoi 6esnexu. Cihopmosarno ocHoHI 3ac00u NPOMUOIL eKOHOMIUHUM 3A2PO3aM Y
cpepi hyHryionysanHa cunogux cmpykmyp oepoicasu. [losedeno, wo nepuouepeosumy 3axXo00amu MexaHiamie
NPOMUOLl. eKOHOMIMHUM 3a2PO3aM Y chepi OIsTIbHOCIE CUNOBUX CIMPYKMYDP Maroms Oymu CKOOPOUHOBAHI Oii
opearie ma niopo30inie no 6OPOMbOL 3 EKOHOMIYHOK 3OYUHHICIIO 3 MEMOIO GUSHAYEHHS Ul YCYHEHHS. NPUYUH Ma
VMO8 BUHUKHEHHS T NOWUPEHHS eKOHOMIUHUX 3a2po3 Y cqhepi JistbHOCmi cunosux cmpykmyp. Busnaueno nanpsm
HOOQILUIUX HAYKOBUX OOCHIOMNCEHb — PO3POOIEHHS. NEePCHEKMUGHUX MEXAHIZMIB, SIKI  NOEOHYBAMUMYMb
ONEPAMUBHO-POULYKOBI 3aX00U 3 NPODLIAKMULHUMU.

Knrouosi cnosa: exonomiuna 6esnexa, eKOHOMIYHI 3a2po3u, eKOHOMIUHA 3/0YUHHICMb, CUTU Oe3nexu,
OeparcasHe YAPasiiHHSL.
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