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The article formulates the concept of "threats to the State security of Ukraine in the information sphere”,
identifies these threats in the realities of the russian-ukrainian war. It is stated that the information security
system as a component of the state security system is generally characterised by appropriate forces and means.
At the same time, the author focuses on the main areas of activity of state bodies (including law enforcement
and special bodies) for effective ensuring of the state security of Ukraine in the information sphere.
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Statement of the problem. In order to ensure
Ukraine's democratic development, maintain its
European integration course and preserve its
integrity in the context of the russian-ukrainian war,
it is necessary to intensify large-scale reform
processes. This is especially true of the organisation
and functioning of the national security and defence
sector, the democratic transformation of key civil
institutions and the introduction of modern
principles of public administration.

With the increased use of information technologies
in the context of the russian-ukrainian war, control over
information flows is becoming one of the main goals of
the confrontation. In such circumstances, the struggle
revolves around influencing public opinion. The
confrontation in the information sphere has logically led
to the start of the so-called "information arms race".
With the development of information technologies and
their active use in the realities of the russian-ukrainian
war, the issue of ensuring Ukraine's state security in the
information sphere is extremely relevant. Our state
must systematically improve conceptual measures of
information security, because information threats to
national interests are much more dynamic than, for
example, economic or political ones.

Analysis of recent research and publications.
The outlined issues have been studied by domestic
security experts, lawyers, and managers, in
particular: S. Bielay, A. Blahodarnyi, V. Horbulin,
O. Dovhan, M. Dzeveliuk, I. Doronin, V. Krutov,
V. Lipkan, A. Marushchak, V. Petryk,
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V. Pylypchuk, V. Polev, M. Prysiazhniuk,
A. Tarasiuk, T. Tkachuk and many other scholars.

These authors have made a significant
contribution to the development of legal and
organisational regulation of legal relations in the
information sphere. However, despite the
achievements of Ukrainian and foreign scholars,
given the extremely fast pace of informatisation,
including the current stage — digitalisation, a
significant number of issues of the subject matter
raised still remain insufficiently researched and
require scientific substantiation with a view to
further implementation in practice.

The purpose of the article is to formulate the
concept of "threats to the State security of Ukraine
in the information sphere", to highlight these threats
in the realities of the russian-ukrainian war, to
disclose the main measures aimed at countering the
latter, and also to determine the main areas of
activity of State bodies (including law enforcement
and special ones) with a view to effectively ensuring
the State security of Ukraine in the information
sphere.

Summary of the main material. On the way of
its development, each country faces the challenge of
finding new directions and means of countering
information threats. In the context of ensuring
Ukraine's information security, it should be borne in
mind that the State is included in the list of countries
most susceptible to information manipulation by the
aggressor country [14].
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According to the authors of the article, a certain
reserve in this counteraction is to improve the
organisation of the work of state bodies (including
law enforcement and special) to ensure timely
targeted neutralisation of these threats (preferably at
the stage of preparation for their implementation or
at the initial stage).

According to the US Senator George McGovern,
"...one of the ways to strike a nation is to restrict the
flow of information, cutting off contacts between its
consumers, and building an information wall. This
is how a new term — "information sovereignty" —
entered the international lexicon. At the same time,
attempts by an individual nation to block the flow
of information from the outside can contribute to the
undermining of its economy rather than to its
development. In addition, every technological
breakdown opens the nation to invasion from the
outside" [4].

In modern conditions, "information potential" is
becoming one of the most important factors in
ensuring national security along with "economic
potential”", "military potential", etc. The level of
development and security of the information
environment actively influence the state of political,
economic and other components of Ukraine's
national security [10, p. 26].

The rapid development of the global information
space and the wuse of information and
communication technologies in all spheres of life
contribute to the expansion of the information
society in Ukraine and determine the importance of
information security issues. In such circumstances,
one of the main tasks of the state is to create a
comprehensive system of information threat
assessment and appropriate response to ensure state
security in the information sphere [11]. In order to
regulate the above activities and to legislate that
ensuring the information security of Ukraine is one
of the most important functions of the state, the
Information Security Strategy was approved on
28 December 2021. This document identifies
current challenges and threats to Ukraine's national
security in the information sphere, strategic goals
and objectives aimed at countering such threats,
protecting the rights of individuals to information
and protecting personal data. Its purpose is to
strengthen the capacity to ensure the information
security of the state, its information space, support
social and political stability, defence of the state,
protection of state sovereignty, territorial integrity
of Ukraine, democratic constitutional order, and
ensuring the rights and freedoms of every citizen by
information means and measures [12].

At the same time, according to the authors,
national intelligence services with their information
and analytical potential should play a significant
role in such a comprehensive system.

Threats to the state security of Ukraine in the
information sphere can be formulated as a system of
conditions and factors that lead or may lead to
damage to important state, public and personal
interests through the possible destructive impact of
information on the consciousness (subconscious)
and behaviour of citizens, as well as through
technical impact on information resources and
infrastructure.

The system of threats to the state security of
Ukraine in the information sphere may include the
following categories:

— threats to the security of information and the
relevant infrastructure, which include risks
associated with misuse, unauthorised access,
damage or loss of information, as well as attacks on
information  infrastructure  (cyber-attacks  or
computer viruses);

— threats to the security of information subjects
and social relations between them from actions
(influences) of an informational nature, which
include manipulation of information in order to
influence the consciousness and behaviour of
citizens, forming the desired impression and
manipulating social relations in order to influence
public order [7, 9];

— threats to the current procedure for exercising
the rights and interests of information subjects,
which include actions aimed at violating laws, rights
and freedoms, in particular in the field of information
(spreading disinformation, discrediting, obstacles to
access to information or restriction of freedom of
speech).

According to U. Ilnytska, threats to Ukraine's
national security in the information sphere include:

1) possible restriction of freedom of speech and
free access of citizens to information;

2) distortion, distortion, blocking, concealment
and subjective reflection of information;

3) illegal dissemination of information;

4) dissemination of unreliable open data;

5) information conquest of other countries and
destructive information intrusion into the state
information space, when states with greater
information potential use the opportunity to
strengthen their influence through the media on the
population and public of a country with lesser
opportunities in the information sphere;

6) creation and functioning of uncontrolled
information flows in the state information space;
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7) spreading the cult of violence and cruelty
through the media;

8) Ukraine's slow entry into the global
information space;

9) the recklessness of the national information
policy and the lack of important infrastructure in the
information sphere;

10) spread of disinformation via the Internet [6, p. 30].

The latter provision somewhat narrows the
possibilities of spreading disinformation [16], since
other sources of dissemination (not only the Internet
or social networks [1]) can be used for this purpose.

Also, according to the authors, these threats
should include the slow response of state bodies
(including law enforcement and special agencies) to
challenges and threats to state security in the
information sphere, which accelerates negative
processes and leads to their increase. It should be
noted that this feature is typical for most countries
with economies in transition [3].

The issue of ensuring the state interests and state
security in the field of obtaining and using information
is currently quite relevant. Information security is
ensured by the implementation of a unified state policy
in the field of national information security, a system
of economic, political and organisational measures
adequate to existing and potential threats to national
interests (personal, public and state) in the information
sphere.

In order to ensure and maintain the required level
of state security in the information space, a system of
legal norms regulating relations in the information
sphere is being developed and implemented. It
provides for the definition of key areas of activity of
public  administration  bodies, creation  or
reorganisation of bodies and forces ensuring
information security, as well as the formation of a
mechanism for controlling their activities.

The opinion of V. Lipkan is noteworthy, as he
notes that the process of forming the key elements
of the information security system is not yet
complete. Considering the general lack of formation
of the national security system and the uncertainty
of the state information policy is appropriate in this
context. In addition, the imperfection of the legal
and regulatory framework for the processes under
study negatively affects the quality of public
administration in this area [8].

Thus, the above-mentioned gaps in the legal
framework governing legal relations in the
information sphere pose significant obstacles to
qualitative changes in this area of public relations.
Insufficient clarity and interconnectedness of
measures and theoretical developments to ensure

the country's information security make it difficult
for state authorities to fully fulfil their obligation to
ensure information security as an integral part of
national  security. The development and
implementation of an effective system of
counteracting unlawful acts that have signs of
crimes in the information sphere requires the
development of effective norms of national
legislation and departmental regulations of the
security and defence sector.

The information security system as a component
of the state security system 1is generally
characterised by appropriate forces and means. In
this context, forces can be considered as the
subjective composition of the information security
system, i.e. people, organisations, structures, special
bodies that protect information; means — as
technologies and various technical, software,
linguistic, legal and organisational resources. They
include telecommunication channels used for
collecting, forming, analysing, transmitting or
receiving information data related to state security
in the information sphere, as well as measures
aimed at strengthening this security.

In today's information society, each entity plays
an important role in ensuring state security in the
information sphere. Due to the synergistic features
of information security, any of the subjects can
simultaneously be an object of information security
and a source of possible threats or a channel for their
spread. In this regard, the success of information
security depends not only on special state structures,
but also on each subject of information relations,
which must protect itself in the information sphere.
At the same time, the state is a special subject of
information security, since it has the ability to act
directly and wuses legal means to regulate
information relations. In addition, it should be borne
in mind that the state plays a special role among the
subjects of information security, because only it has
a wide potential, which includes not only economic,
political and 1ideological means of indirect
influence, but also direct administrative action. This
means that the state can use legal means to regulate
information relations and directly influence
information security [13].

The state as a subject of information security
bears increased responsibility in ensuring security
in the information sphere [2, p. 152]. However, it is
worth noting that in the current conditions of
development of the information society, each
subject of information relations (citizens,
organisations or enterprises) is independently
responsible for their security (in particular in the
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information sphere). Thus, joint interaction of the
state and all subjects of information relations in
ensuring the above security is a key factor of
success in this area.

The analysis of classifications of threats to
Ukraine's state security in the information sphere
shows that there is no single established approach to
identifying their individual types, since each
researcher of the outlined issues applies relevant
subjective criteria, so it is difficult to make such a
list unified and exhaustive. The authors agree with
R. Khmelevskyi's opinion that "...even detailed lists
of threats cannot be exhaustive and stable. This is
due to the fact that the sources of threats can be
diverse: people, hardware, models, algorithms,
software and technological processing schemes,
external environment, etc." [15].

In the context of the russian-ukrainian war, given
the dynamic change in the operational situation, the
current threats to the state security of Ukraine in the
information sphere include the following:

—creating an atmosphere of spirituality in
Ukrainian society, directed against culture and
historical heritage;

— manipulation of public opinion and political
orientation of the population in order to create
political tension and chaos;

— destabilisation of political relations, conflicts
and distrust between parties, associations and
movements;

— provoking social, political, ethnic and religious
clashes;

—insufficient  information  support  for
government and administration, which can lead to a
decrease in the efficiency of their work and
erroneous management decisions;

— disinformation and discrediting the actions of
state authorities in order to reduce their authority;

— Initiation of protests, strikes, and other acts of
civil disobedience;

—undermining the authority of the state in the
international arena and obstructing cooperation with
other countries;

—creating and strengthening  opposition
organisations and movements, including far-right
and far-left organisations;

— discrediting national identity and historical facts;

— changes in the system of worldview values and
attitudes;

— diminishing the importance of achievements in
science, technology and other fields, distorting facts
in order to negatively influence the decisions of the
highest state authorities;

— creating preconditions for economic, spiritual
or military defeat and reducing the desire of the
population to fight and win;

— promotion by the aggressor of its own way of
life as an example for other nations;

—undermining the morale of the population
through "war fatigue", political scandals and
disbelief in victory, which can lead to a decrease in
the defence capability and combat potential of the
Armed Forces of Ukraine;

—damage to critical infrastructure, including
hardware, software and systems to protect against
unauthorised access to information, etc.

In the current situation, it is possible to formulate
the following groups of basic measures aimed at
countering traditional and new threats to Ukraine's
state security in the information sphere and
eliminating the factors that lead to their emergence:

a) political and diplomatic measures — political
and diplomatic efforts to strengthen international
cooperation, conclude international treaties and
agreements, build alliances and partnerships with
other countries to ensure collective security in the
information sphere;

b) military measures — strengthening of the
country's defence capability, development of
military infrastructure, modernisation of military
forces and military operations to protect the state
security of Ukraine in the information sphere;

c) legal (legislative) measures — development
and adoption of regulatory legal acts to regulate the
sphere of information security, including the fight
against terrorism, cyber threats, cybercrime, etc;

d) information and psychological measures —
conducting information campaigns, appropriate
psychological influence on the public, forming a
positive image of the country, combating
disinformation and propaganda, and forming a
"culture of information consumption" among the
population;

e) economic measures — development of
economic sectors, attraction of investments,
ensuring economic stability, combating financial
threats in the information sphere;

f) scientific and technological measures —
scientific research, development of technologies
and innovations aimed at detecting, predicting and
counteracting new threats in the information sphere,
including cyber espionage and cyber-attacks on
critical infrastructure;

g) organisational (administrative and procedural)
measures — development and implementation of
effective organisational structures, procedures and
policies that promote information security (may
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include the creation of specialised information
security departments, determination of procedures for
controlling access to information, regular inspection
and updating of security systems, etc.);

1) physical measures — physical protection of
information infrastructure, data storage facilities
(primarily critical infrastructure facilities), restriction
of physical access to confidential information and
installation of video surveillance and control systems;

j) technical (hardware and software) measures —
the use of special hardware and software for
information protection, data encryption, incident
detection and recovery, data backup [5] and other
technical means to ensure state security in the
information sphere.

These measures contribute to the creation of a
comprehensive information security system that
considers various threats and uses different methods
to prevent and localise them.

Conclusions

In view of the above, with the development of
information technologies and their active use in the
context of the russian-ukrainian war, the issue of
ensuring Ukraine's state security in the information
sphere is quite relevant. In such circumstances, our
state must systematically improve conceptual
measures of information security, since information
threats to national interests are much more dynamic
than economic or political ones. At the same time, it is
necessary to consider the rapid emergence of new
technologies, mechanisms and means of exerting
destructive information influence on society.

Given the challenges of today, state agencies
(including law enforcement and special agencies)
should focus their efforts on analytical work,
tracking trends, interdependencies and phenomena
that may pose a threat to state security (including in
the information sphere).

In order to ensure the state security of Ukraine in
the information sphere, the authors believe that the
main efforts of state bodies (including law
enforcement and special agencies) should be
directed to the following key aspects:

—active response to threats: improving
mechanisms for responding to cyberattacks and
other threats in real time;

—cyber security: ensuring protection of
computer systems, networks and information from
cyber-attacks, including the use of effective
encryption methods, incident detection and
prevention, and training of personnel in cyber
security standards;

—information intelligence:  analysing and
monitoring the information space to identify potential
threats and risks; developing information systems for
collecting and  processing data, detecting
disinformation and manipulative information;

—legislative and regulatory  framework:
optimisation of the departmental framework of legal
acts regulating activities in the information sphere;

—international cooperation: development of
mechanisms for cooperation with foreign intelligence
services and international organisations to exchange
information on threats, develop joint strategies and
standards, and coordinate information security
measures;

—improving the system of training and
professional development: updating educational
programmes, curricula and teaching materials for
training and professional development of the SSU
employees in the field of information security;

— education and awareness: raising the level of
critical thinking and awareness of the population
and representatives of state authorities and local
self-government on cybersecurity and personal data
protection in the information sphere (including by
teaching them the basic principles of cybersecurity
and safe use of information technology).
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P. ®. Yepuum, O. B. Ilipor, II. IO. I'pymeBcbKka

3AI'PO3U JEPKABHIN BE3MNEILI YKPAIHUA B IHOOPMALIMHINA COHEPI
Y PEAJIISIX POCIMCBbKO-YKPATHCHKOI BIMHU

Chopmynvosano nowamms «3azposu deparcasHiii 6esneyi Yxpainu 6 ingpopmayiiiniti chepiy. Ix mooicna
chopmymosamu K cucmemy yMO8 I YUHHUKIB, uj0 Npu3e00samsv abo MOACYMb NPuU3secmu 00 3an00isHHs
WKOOU  GAJICIUBUM — OEPIICABHUM, CYCHIIbHUM MA  0COOUCMUM  IHMepecam YHACTIOOK MOJICIUBO2O
decmpyKmueHo20 enausy ingopmayii na ceidomicmo (nioceidomicms) i NOBEOTHKY 2POMAOSH, 4 MAKONC YepPe3
MexXHIYHULL 8NIUB HA THGOpMayitiHi pecypcu ma iHppacmpyKmypy.
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Yemanoeneno, wo cucmema 3axucmy ingpopmayii ax CKAAOHUK cucmemu Oe3nexu 0epicasu 6 Yiiomy
Xapaxkmepu3yemocs 8i0N0BIOHUMU CUTAMU | 3aCOOaMUL.

Y yvomy xoumexcmi cunu mooicna posenadamu sk cyo ' €KmHUll CKAA0 cucmemu 3axucmy iHgopmayii,
moomo soodeil, opeanizayii, CmpyKmypu, Cneyiaivbii opeanu, Ki 30iUCHIOOMb 3axucm iHgopmayii; 3acobu —
5K MEXHON02I, MaK i pIBHOMAHIMHI MEXHIYHI, NPOSPAMHI, TIHSBICMUYHI, NPABOBI MA OP2AHI3AYILHI pecypCU.
o Hux nanexicamv meneKoOMyHIKAYiliHi KAHAIU, IKI BUKOPUCTOBYIOMbCSA 01 30UPAHHS, (POPMYBAHHS, AHANIZY,
nepeoaui 4u OMpPUMAHHA THOOPMAYIUHUX OAHUX CHMOCOBHO De3neku Oepacasu 8 iHgopmayitnit cepi, a
MAKOIAC 3aX00U, CNPIMOBAHI HA NOCULeHHs Yiel Oe3nexu.

Axyenmosano ysacy Ha OCHOGHUX HANPAMAX OISLIbHOCMI 0ePIAHCABHUX OP2aAHi6 (30Kpema npasooxXopOHHUX
ma cneyianbHux) wooo eghekmueHoco 3abe3neueHHs depaicasnoi besnexu Ykpainu 6 ingpopmayiiniii cgepi.

Knrouoei cnoea: oepocasna besnexa 6 ingopmayiuniii cghepi, mepesica Inmepunem, Kibepbesnexa,
Kibep3acposu, HayioHalbHa bes3nexa.
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