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MODEL OF TRAINING OF PERSONNEL IN THE FIELD OF CRITICAL INFRASTRUCTURE
PROTECTION IN THE HIGHER EDUCATION SYSTEM

A theoretically grounded model of training personnel in the field of critical infrastructure protection in the higher
education system has been developed. It is emphasized that the features of the developed model are complexity, phased
implementation, dynamism, interconnectedness of components, integration of the quality assurance system, etc.

1t is emphasized that the proposed model takes into account modern specific organizational and managerial
mechanisms for forming a system of training specialists in the field of critical infrastructure protection within
higher education, takes into account advanced trends in the development and quality assurance of educational
activities and higher education, modern principles of implementation of educational (educational and
professional) programs by higher education institutions, and also determines the procedure for stakeholder
interaction in the process of developing and implementing these training programs for subjects of the national

critical infrastructure protection system.
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Statement of the problem. In modern security
conditions, one of the priorities for ensuring
national security for Ukraine is the protection of
critical infrastructure (CI) [1].

The effectiveness of CI protection depends on
certain factors, including the level of training of
specialists of the relevant subjects of the national CI
protection system [1].

Training personnel for the subjects of the
national CI protection system is one of the priority
tasks of forming and implementing state policy in
the field of CI protection [2].

At the same time, domestic experts note that the
current system of training personnel in a given field
does not fully meet the requirements of the current
security environment and needs to be modernized [1, 3].

Analysis of recent research and publications.
The issue of training personnel in the field of CI
protection was paid attention to in their scientific
works by such domestic scientists as O. Sukhodolya,
L. Arsenovich, S. Telenyk, and others.

In article [1], the author proposed a set of
competencies and expected learning outcomes for
graduates of educational (educational and
professional) programs of higher education
institutions on CI protection.
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The author of the work [3] provided a
classification and a set of methods for organizing
the training system in the field of CI protection.

The publication [4] substantiates the directions
of training and advanced training of specialists in
the selected field of research.

The results of the analysis of sources on the
research topic allow us to state that there has been
significant progress in the specific area of scientific
research. However, in the author's opinion,
insufficient attention is currently paid to the issue of
forming a modern system of training personnel in
the field of CI protection within higher education,
which also confirms the relevance of further
scientific research in the selected area of research.

The purpose of the article is to develop and
theoretically substantiate a model for training
personnel in the field of critical infrastructure
protection in the higher education system.

Summary of the main material. The author
understands the model of training personnel in the
field of CI protection in the higher education system
as an imaginary analogue of the process of developing
and further implementing educational (educational
and professional) programs for training highly
qualified specialists in higher education institutions for
subjects of the national CI protection system.
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It is quite clear that this process will occur under
the pressure of a combination of factors of the
external and internal environments.

External factors are factors, conditions and
circumstances that are devoid of prejudice and
influence of management entities and, regardless of
their awareness, affect the process of training
personnel in the field of CI protection. Internal
factors appear as contradictions that arise directly
during the development and implementation of
relevant training programs [5].

The model of the training system in the field of CI
protection in the higher education system (model)
contains the following blocks: organizational and
management block, block of implementation of
educational programs by higher education institutions,
and block of external monitoring of the quality of
educational activities of higher education institutions
and the quality of higher education.

The organizational and management block
reflects the process of developing and preparing for
further implementation by higher education
institutions of educational (educational and
professional) programs for training personnel for
subjects of the national CI protection system.

The Ministry of Economy of Ukraine is the main
body in the system of central executive bodies,
which ensures the formation and implementation of
state policy in the field of state orders for the
training of specialists [6].

The state order for training personnel in the field
of CI protection in the higher education system is
formed by the Ministry of Economy of Ukraine
upon submission of the Ministry of Education and
Science of Ukraine and the authorized body in the
field of CI protection, considering the medium-term
forecast of the need for relevant specialists in the
labor market, which is compiled by the State
Statistics Service of Ukraine [7].

CI operators, functional and sectoral bodies in the
field of CI protection, other entities of the national CI
protection system participate in the formation of a state
order for personnel training through the authorized
body in the field of CI protection.

The authorized body in the field of CI protection
collects and summarizes proposals from entities of
the national CI protection system regarding

amendments to higher education standards in
specialties in which personnel are trained in the field
of CI protection, and submits these proposals to the
Ministry of Education and Science of Ukraine.

Considering the proposals of the authorized
body in the field of CI protection, the Ministry of
Education and Science develops draft amendments
to the specified standards in accordance with the
established procedure and posts them on its website
for public discussion. After the public discussion,
the draft amendments to the standards, if necessary,
are finalized considering the proposals received and
sent for approval to the National Agency for Quality
Assurance in Higher Education (hereinafter referred
to as the Agency). After the Agency approves the
draft amendments to the higher education standards,
the Ministry of Education and Science issues an
order on their approval [8].

Subjects of the national system of protection of CI,
scientific  institutions, professional and public
organizations, other interested persons (developers)
may, on their own initiative, if necessary, develop
draft professional standards (draft amendments to
existing standards). Before applying to the National
Qualifications Agency, developers inform the
Ministry of Economy of the decision made to develop
draft professional standards for professions (types of
occupations) that are not in the National Classifier of
Ukraine "Classifier of Professions". After receiving
applications, the National Qualifications Agency
processes them and, if they meet the specified criteria,
enters information into the Register of Qualifications,
about which it informs the developers, the Ministry of
Economy and other subjects [9].

Higher education institutions independently
develop and approve educational ( educational and
professional) programs (make changes to existing
programs) considering the requirements established
by law for the relevant level of higher education, as
well as the requirements of relevant higher education
standards. Educational ( educational and professional)
programs that provide for the award of professional
qualifications must ensure compliance with the
requirements of relevant professional standards (if
any). When developing educational (educational and
professional) programs, higher education institutions
must also take into account the requirements of
relevant international standards (if any) [10].

In addition, in order to ensure the proper quality
of educational activities and the quality of higher
education under educational (educational and
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professional) higher  education
institutions should involve external and internal

programs,

stakeholders in the development of these programs.

Higher education institutions, in order to conduct
educational activities at certain levels of higher
education and educational programs that provide for
the award of professional qualifications in
professions for which additional regulation has been
introduced at a certain level of higher education,
obtain an appropriate license in accordance with the
procedure established by law [10, 11].

Prior to the licensing stage, higher education
institutions carry out measures to prepare scientific
and pedagogical staff, educational and material
resources, and educational and methodological
support for the implementation of educational
(educational and professional) programs. In the
future, the development and further improvement of
the specified target components will be carried out.

After carrying out the procedures and approving
and receiving the relevant documents, it is possible
to state that higher education institutions are ready
to implement the relevant educational (educational
and professional) programs.

The block of implementation of educational
(educational and professional) programs by higher
education institutions reveals the process of direct
training of personnel for subjects of the national CI
protection system.

Of course, the process of training personnel
should be based on compliance by higher education
institutions with a quality policy, which is
implemented through various internal procedures
and measures to ensure the quality of educational
activities and the quality of higher education. In
order to implement these procedures and measures
in higher education institutions, an effective system
of internal quality assurance of education should be
created [10, 12].

Training of personnel in the field of CI

protection should be based on the following basic
principles: motivation of higher education students
to study; application of innovative technologies,
forms, methods and means of teaching by scientific
and pedagogical workers in the process of training
education students; involvement of professional
practitioners, industry experts and representatives
of employers in the educational process; creativity
of scientific and pedagogical workers in the process
of implementing educational (educational and
professional) programs; system-activity approach in
training personnel; relationship of education with
modern science and practice; ensuring academic
mobility of scientific and pedagogical workers and
higher education students; digitalization of training;
adherence to the principles of academic integrity;
informal training of scientific and pedagogical
workers and higher education students.

The final stage of training personnel in the field
of CI protection is certification, the purpose of
which is to establish the compliance of the learning
outcomes of higher education applicants with the
requirements of the educational program [10].

The block of external monitoring of the quality
of educational activities of higher education
institutions and the quality of higher education
reflects the procedures and measures that are carried
out to evaluate educational (educational and
professional) programs and educational activities of
higher education institutions under the specified
programs in order to ensure and improve the quality
of higher education.

External monitoring of the quality of educational
activities of higher education institutions and the
quality of higher education can be carried out by the
Agency, foreign accreditation agencies, and
independent institutions for the assessment and
quality assurance of higher education [13, 14].

Figure 1 shows a diagram of a training model for
CI protection in the higher education system.
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Figure 1 —Model of training in the field of critical infrastructure protection in the higher education system (developed by the author)
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The result of the process of training personnel in
the field of CI protection in the higher education
system is the acquisition of competencies by higher
education students and their achievement of
learning outcomes that will ensure their effective
professional activities.

Conclusions

Thus, the article develops and theoretically
justifies a model for training personnel in the field
of critical infrastructure protection in the higher
education system.

The features of the developed model are its
complexity, phased implementation, dynamism,
interconnectedness of components, integration of
the quality assurance system, etc.

The proposed model takes into account modern
specific organizational and managerial mechanisms
for forming a system of training specialists in the
field of critical infrastructure protection within
higher education, considering advanced trends in
the development and quality assurance of
educational activities and higher education, modern
principles of implementation of educational
(educational and professional) programs by higher
education institutions, and also determines the
procedure for stakeholder interaction in the process
of developing and implementing the specified
training programs for subjects of the national
critical infrastructure protection system.

The direction of further scientific research on the
training of personnel in the field of critical
infrastructure protection is the development and
theoretical substantiation of models of training
specialists for subjects of the national critical
infrastructure protection system in the systems of
professional (vocational and technical) and
professional military education.
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MOJEJIb IIIATOTOBKU KAJPIB Y COEPI 3AXUCTY KPUTUYHOI IHOPACTPYKTYPH
B CUCTEMI BUII1OI OCBITH

Y cmammi pospobneno i meopemuuno 00TpYHMOBAHO MOOeNb NIO20MOSKU KAOPI8 y cghepi 3axucmy
Kpumuynol in@pacmpykmypu 6 cucmemi euwoi oceimu. Hazonoweno, wo ocobausocmsamu pospobnenoi
MOOei € KOMIAEKCHICTb, NOEMANHICMb 3aNPOBAONCEHHS, OUHAMIYHICMb, 83AEMON08 A3AHICMb CKIAOHUKIS,
iHmezpogaHicmo cucmemu 3a6e3nedeHHs AKOCHi moujo.

Axyenmosano Ha momy, WO HPONOHOBAHA MOOElb YPAX08YE CYYACHI cheyu@iuni opeanizayiuHo-
VAPABNIHCOKI  MeXAHi3MU  (QOpMYSanHs cucmemu ni020moexku Kaopie y cghepi 3axucmy KpumuyHoli
iHpacmpykmypu euwoi oceimu, ypaxogye nepedosi menoenyii po3gumky i 3a0e3neuents aKoCmi 0C8imHbol
OILIbHOCME MA 8UWOT OCBIMU, CYYACH] RPUHYUNU 3ANPOBAOICEHHS GULUMU HABYUATbHUMU 3AKIA0AMU OCEIMHIX
(ocsimubo-npoghecitinux) npocpam, a MakKoddC BUHAUAE NOPAOOK B3AEMOOII 3AiHMepeco8aHUux CMopin y
npoyeci po3pobieHHs | peanizayii 3a3HAYeHUX PoSpam Ni020MoeKU NePCoHAry 0ns cyb €Kmie HAYiOHANbHOL
cucmemMu 3axucmy KpumuyHoi ingppacmpykmypu.

Knouogi cnosa: modenwv, niocomoska kaopie, 3axucm KpUMuuHoi inghpacmpyxmypu, suwja oceima.
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