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Statement of the problem. The modern world
is characterized by an unprecedented level of digital
transformation, which opens up new opportunities
for the harmonious development of society and the
state as a whole. Neural networks, artificial
intelligence (Al) tools are rapidly integrating into all
spheres of life, including ensuring state security,
creating both unprecedented opportunities and
serious challenges and threats. On the one hand, Al
is able to significantly improve the effectiveness of
actions in preventing cyber threats, terrorist
activities and their neutralization, on the other hand,
its use requires careful legal analysis in order to
avoid various abuses, uncontrolled actions and
ensure the ethical use of its capabilities.

The relevance of the study is due to the lack of a
clearly defined organizational and legal framework
for the use of Al in the field of ensuring state
security both in Ukraine and in the world. Current
legislation does not fully take into account the
specifics of the use of Al, which leads to legal
uncertainty and limits the effectiveness of its use.
Therefore, the development of proposals to improve
the organizational and legal framework for the use
of Al in the field of ensuring state security is seen
as an important task, the solution of which will
contribute to increasing the level of national
security and the protection of human rights.

Analysis of recent research and publications.
The study is based on the theoretical principles set
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out in the works of A. Turning, C. Shenon,
0. Kryvetsky and some other scientists. Certain
aspects of the use of artificial intelligence have
become the subject of research by such scholars:
M. Karchevskyi, A. Petrenko, 1. Horodyskyi,
N. Shyshka, K. Piper, M. Watney, O. Radutnyi,
T. Katkova, O. Yastrebov, V. Kharytonov etc.
However, the issue of defining the concept of
"artificial intelligence" remains debatable. The
legislative regulation of its application is
unresolved, and the issue of standards for the
formation of an appropriate legal model that will
ensure the proper functioning of the sphere of state
security and defense not only in Ukraine, but also
in the world is becoming more relevant.

The purpose of the article is consists in
analyzing the organizational and legal prerequisites
for the use of artificial intelligence tools and
developing recommendations for creating an
effective and ethically balanced system for
regulating the use of artificial intelligence in the
field of ensuring state security in Ukraine, including
in service and combat use by units of the National
Guard of Ukraine.

Summary of the main material. The idea of
creating machines capable of imitating human
intelligence arose a long time ago. The initial
concepts of the idea of artificial intelligence were
laid down in the middle of the 20th century. The
origins of Al can be traced back to the work of
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the British mathematician A. Turing. In his article
"Computing Machinery and Intelligence" (1950),
the scientist asked the question: can machines
think? [1]. In response, he developed a test (Turing
Test), which was a conceptual attempt to determine
whether a machine could communicate in a way that
would make it indistinguishable from a human. This
work by A. Turing became the basis for further
research in the field of artificial intelligence, as it
was the first time that the limits of the capabilities
of machines were publicly questioned.

The official beginning of scientific research in
the field of Al is considered to be 1956, when the
term “artificial intelligence” was proposed at a
seminar at Dartmouth College. The organizers of
the event, in particular J. McCarthy, M. Minsky,
K. Shannon , sought to develop software that could
learn and solve problems. A 17-page document
called the "Dartmouth Proposal” was presented.
The document covered topics that scientists
considered fundamental to this field of research:
neural networks, the theory of computability,
creativity, language processing. According to the
authors, it is enough to describe in detail any feature
of the human mind and transfer this information to
a machine created to imitate it [2, 3].

In the following decades, artificial intelligence
developed in the areas of automation, machine
learning, and expert systems. In the 1960s and
1970s, research focused on creating specialized
expert systems that would make recommendations
based on input data. Well-known systems, such as
DENDRAL for chemistry or MYCIN for medicine,
demonstrated the ability to automate complex
intellectual tasks. However, these systems were
quite specialized and did not have the general ability
to adapt to new industries.

An important breakthrough was the revival of
scientific research in the field of neural networks,
in particular through the development of the error
backpropagation method for training multilayer
neural networks [4]. This opened up new
possibilities for processing large amounts of data
and improving pattern recognition algorithms,
which gave impetus to the further development
of intelligent systems [5].

In the early 2000s, the rapid development of
computing power began, which, together with
access to large data sets (Big Data), stimulated a
new wave of scientific research. Machine learning
algorithms and deep analysis methods began to
show significant results in areas such as image
recognition, voice, game simulations, and robotics.

The last decades have been a stage of key
scientific and technological breakthroughs in the
development of artificial intelligence. One of its
most common applications has been the automation
of routine tasks. Software equipped with Al can
perform repetitive actions much faster and more
accurately than humans. Today, neural networks
allow you to conduct analytical work, detect
fraudulent actions, assess risks, optimize costs, etc.
They are also capable of generating realistic images
based on text descriptions.

The modern understanding of artificial
intelligence has two aspects. The first is
the ideological component, which determines the
form in which a particular functionality should be
performed. The second is the platform, that is,
the technical component, which determines who
and what set of tools will manage Al processes.
A person creates developing algorithms, neural
networks, as well as robotics, which is the physical
shell of artificial intelligence. In this regard, the
question of the responsible attitude of developers,
who must understand and foresee certain limitations
in the activities of Al, arises acutely.

Currently, the problem of the uncertainty of the
concept of "artificial intelligence" significantly
complicates the development of adequate legal
support for its application, especially in such an
important area as state security. The lack of a single,
generally accepted definition of Al creates certain
difficulties:

a) the vagueness of the regulatory scope causes
gaps in the legislation;

b) it becomes more difficult to classify
different Al systems by level of autonomy, which
also adds to the difficulties in developing
differentiated legal norms;

c) legal uncertainty complicates the issue of
liability for the actions (or inaction) of artificial
intelligence systems, especially in cases of harm:
who is responsible — the developer, owner or user;

d) different approaches to the terminology and
definition of the concept of "artificial intelligence"
in different jurisdictions complicate international
cooperation in the field of regulation of artificial
intelligence.

To address these issues, it is necessary to
develop a clear and balanced definition of Al, taking
into account its various aspects and capabilities.
Such a definition should form the basis of legal
norms regulating the use of Al in the field of
ensuring state security, taking into account the
specifics of various areas of application.
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Let's consider the leading areas of application
of artificial intelligence in the field of ensuring state
security.

1. Cybersecurity. Since the beginning of the war
in  Ukraine, cyberattacks on both national
infrastructure and private companies have increased
exponentially [6]. Al-based software tools are
capable of effectively detecting and neutralizing
cyberattacks by analyzing huge amounts of data in
real time. It is known that cybercriminals have
learned to use Al to create malicious code in an
automated manner. Despite the fact that technology
giants are trying to prevent the use of their language
models to write malicious programs-viruses,
hackers are constantly inventing new ways to
circumvent  restrictions.  Target  platforms
(HackedGPT, WormGPT) help create malicious
software. This makes the dynamics of cyberattacks
very complex and unpredictable.

In the future, automated cyber threats based
on artificial intelligence may become much more
serious. For example, a group of cybersecurity
experts "Hyas" created a "laboratory" virus
"BlackMamba", which can dynamically change its
code using ChatGPT . During the experiment, this
"keylogger worm" successfully adapted to any
scenario and avoided detection by antivirus
software [7]. It is difficult to imagine how much
such  viruses can complicate the work
of cybersecurity specialists and what damage their
spread in private and public organizations can
cause.

2. Artificial intelligence on the guard of law and
order and combating crime. The introduction of
artificial intelligence in legal research has the
potential to assist specialists in the field of state
security and the restructuring of the entire law
enforcement system. As an example, artificial
intelligence algorithms simplify the analysis of
large arrays of intelligence data, in particular visual
and text information, which significantly speeds up
the decision-making process and improves the
accuracy of forecasts. This makes it possible to
respond more effectively to potential threats and
plan preventive measures. Video surveillance
systems based on artificial intelligence significantly
expand the possibilities of controlling public places
(streets) and the state border, automatically
detecting suspicious activity and potential
violations. Unique algorithms for recognizing a
person's face, body movements (by gait and
structure) already help to identify individuals who
have committed crimes and are wanted [8].

3. Artificial intelligence is on the watch to
counter disinformation. Modern IT technologies
based on artificial intelligence are already
producing algorithms that help detect and neutralize
disinformation campaigns by analyzing texts,
images, and videos on social networks and other
sources. Some studies indicate the effectiveness
of this method [9, 10].

4. Artificial intelligence on the Guard of Security
and Defense. The importance of using Al to ensure
national security and defense is confirmed by the
results of research by the NATO Scientific and
Technical Organization, which identifies the most
significant technologies for the development
of technologies for the next two decades [11].
Key technologies are considered to be, in particular,
the following: BigData, neural networks,
autonomous vehicles, space, hypersonic aircraft,
quantum  technologies, biotechnology, new
materials, etc. [12]. This approach gives impetus to
the re-equipment of industrial complex facilities, a
radical change in approaches to the production of
weapons and military equipment.

The armed forces of some developed countries
of the world equip their combat systems and
weapons with artificial intelligence, using it on air,
sea and land platforms. The application of Al on
combat platforms has contributed to the emergence
of effective warfare systems that are completely
independent of human influence. Under these
circumstances, there is an increase in the
productivity of platforms, increased efficiency and
interaction between combat systems, as well
as simplification of their maintenance.

Robotic combat platforms first appeared in the
troops of Western armies at the stage of
experimental operation in the early 2000s. With the
beginning of the russian-ukrainian war in 2014 and,
especially after the full-scale russian invasion
of Ukraine in 2022, they began to be actively used
on the battlefield [13]. Currently, there are the
following Ukrainian developments of robotic
ground combat platforms: "Shable" (a ground
platform that is essentially a robotic machine gun
turret),  "lronclad”, "Lynx", "Myrotvorets",
"Scorpion-2, 3", etc. These combat platforms are
self-propelled vehicles that are remotely controlled,
capable of independently assessing the surrounding
situation using video cameras and Al-based
software and performing various combat missions.

Logistics. Artificial intelligence already plays
a crucial role in logistics and supply chain
management, as identifying alternative safe routes
for transporting military cargo and troops is
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essential to a successful military operation.
Integrating Al into transportation and logistics
chains reduces support staff costs, eliminates
corruption among suppliers, and minimizes human
error. In transport aviation and the navy, Al also
enables rapid detection of component failures
in equipment, which directly prevents accidents
or disasters.

Target detection and recognition. In complex
combat conditions, artificial intelligence increases
the accuracy of recognition of unknown targets.
This allows defense/offensive forces to achieve a
complete understanding of the potential field
of activity through in-depth analysis of documents,
reports, maps, news and other important
information that helps in identifying a potential
target. Al-based target recognition systems have
several specific advantages: predicting enemy
behavior; assessing the terrain and all unknown
objects located in the territory; determining the
environmental consequences of the use of
a particular weapon. Thus, in early 2020, Reuters
announced the deployment of the ISTAR
reconnaissance, surveillance and targeting system
on the UK Air Force Sentinel aircraft. This system
is based on Al and provides detection of ground and
sea objects and monitoring their movement [14].

Assistance to combat medics. Robotic ground
platforms equipped with Al are used to provide
emergency care to wounded soldiers in the zone
of active combat operations for their subsequent
evacuation from the dangerous zone. Such
platforms quickly diagnose a wounded soldier,
determine the level of his damage, recommend
treatment methods, which helps combat medics
in the field to make the right decisions in stressful
situations [15, 16]. It should be noted that regardless
of the location of the contact line, Al has access
to a database of hospitals and military medical
records, which allows algorithms to detect and sort
health problems in the military.

Threat monitoring and situational analysis.
These operations are used to process information
to support a wide range of military operations.
Acrtificial intelligence helps to quickly process large
amounts of data simultaneously from multiple
servers, summarizes the analyzed information, and
offers ready-made conclusions. Such analysis
allows the military to identify patterns, generalize
conclusions, and in some cases, make their own
adjustments. For example, thanks to unmanned
systems equipped with Al, the military can monitor
large areas for a long time, assess enemy

concentrations, enemy equipment, and their
movements, and quickly transmit information.

Simulation and training is another extremely
useful area of application of Al tools, which
combines  systems  engineering,  software
development and computer science to create
computerized models. More and more countries
are investing in programs for modeling situations
and training the military based on modern
experience. Practicing various situations on
simulators allows to minimize losses on the
battlefield, to take into account human errors
(miscalculations) and  contributes to the
development of safety measures [17].

As we can see, artificial intelligence is an
effective tool that can significantly improve the
level of many components of Ukraine's state
security. However, its use is associated with certain
risks, in particular the possibility of abuse
and dependence on high technologies. Therefore, an
important task is the development and
implementation of effective risk management
strategies, the creation of ethical norms for the use
of artificial intelligence and the provision of
cybersecurity systems based on it. The use of Al
in law enforcement activities raises the issue
of respect for human rights, the possibility of biased
approaches and discrimination.  Automation
of decisions based on Al is dangerous due to the loss
of human control and the adoption of biased
decisions. It should also be noted that the
widespread implementation of Al tools contributes
to the automation of labor and can lead to increased
unemployment.

Therefore, in parallel with the development of
technologies, it is necessary to pay maximum
attention to the development of effective legal
regulation and control mechanisms to minimize
risks and maximize the positive impact of Al on
society and the state. Ensuring a balance between
the rapid development of technologies and ensuring
security is a key task for modern society.

Analysis of the studied sources, domestic and
foreign legislation allows us to conclude
that currently there is no single approach to the
definition of artificial intelligence and the features
of the regulatory and legal regulation of its
application. However, some steps have already been
taken towards solving the above problems both at
the national and international levels. In recent years,
many states have developed long-term national
strategies for the development of artificial
intelligence and have taken certain measures to
implement them. Al development strategies of
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different countries of the world can be conditionally
divided into the following main groups [18].

1. Countries (USA, Great Britain, Germany,
Saudi Arabia, etc.) that are distinguished by a
realistic attitude to the formation of Al strategies,
a deep analysis not only of the state of the scope
of Al application in the country, but also of the real
needs for its development. The strategies of these
countries are of a fundamental nature and reflect
both general global problems of Al implementation
and specific plans for the digitalization of many
sectors of the national economy and various spheres
of public relations.

2. A group of countries characterized by
a thorough and pragmatic approach to goals and
stages of their achievement, taking into account
the real needs of the state and the formation
of individual unique tasks and goals for the
development of Al: Grand Duchy of Luxembourg,
Malaysia, Lithuania.

3. Countries whose strategies are implemented in
a formalized form define the basic goals of the
country's development in the direction of
implementing Al technologies in certain areas
of public life: Australia, the Republic of Austria, the
Kingdom of Spain, Qatar, Portugal, the Republic
of Israel, the Swiss Confederation, etc. [18].

Ukraine has adopted documents that define the
strategy for using artificial intelligence technologies
in the field of national security and defense [19-24].
The following are among the main ones.

1. The National Security Strategy of Ukraine,
according to which Weapons systems based on Al
technologies are being developed, new materials,
robotics, and autonomous drones.

2. The Information Security Strategy and the
Cybersecurity Strategy of Ukraine, as they provide
for the prevention of hybrid threats in the form
of disinformation and information operations,
the protection of personal data, etc.

3. The Strategy for the Development of the
Defense Industrial Complex of Ukraine, which
directly mentions the widespread use of the latest
technologies in production, in particular with the
use of Al.

The Cabinet of Ministers of Ukraine approved
May 12, 2021 "Action Plan for the Implementation
of the Concept of Artificial Intelligence
Development in Ukraine for 2021-2024", according
to which a number of measures and legislative
initiatives were planned to be developed for the
specified period, in particulas: the introduction
of legal regulation on the formation of state policy
in the field of Al; the introduction of state support

for the use of Al technologies in priority sectors
of the economy; the introduction of Al technologies
into the national cybersecurity system to analyze
and classify threats and choose a strategy for their
containment and prevention; the definition
of priority areas and main tasks for the development
of Al technologies in defense planning
documents etc. [25].

Analysis of the current legislation of Ukraine
indicates the presence of certain initiatives to
regulate the use of artificial intelligence in the
sphere of state security and defense, which are
based on urgent needs. However, there is no single
strategic document, for example, the National
Strategy for the Development of Al in the Sphere of
Ensuring National Security and Defense. This is
precisely ~ what  hinders  the  systematic
implementation of these technologies. This
situation stimulates active discussion and scientific
research on the prospects for the use of Al in the
defense complex of Ukraine. The issues of
determining promising areas of application of Al,
analyzing its impact on the defense-industrial
complex and evaluating the experience of other
countries in this regard are becoming more urgent.

The United States, the European Union (EU),
and China are actively developing their own
strategies and regulatory frameworks for regulating
Al, while other states may not have the resources or
technological readiness to develop and implement
effective regulatory mechanisms. This creates the
basis for geopolitical and economic differences
in attitudes towards the technology, including how
to apply ethical principles, protect data privacy,
and prevent Al misuse in the areas of security
or intellectual property.

The European Union can be considered a leader
at the international level in terms of Al regulation.
In 2021, the EU presented the draft "Al Act", which
envisages the creation of a single legal framework
for the application of Al within Europe [26].
This document proposes a systematic approach
to the risks associated with the use of Al, in
particular defining different categories of risks.
Thus, the European regulatory framework provides
for stricter control over high-risk applications of Al
(systems for automated decisions in judicial
proceedings or the use of Al in robotics), while
more liberal approaches are proposed for areas with
lower risks.

The United States is also actively working on
a national Al strategy [27]. However, their approach
focuses more on fostering innovation, technology
development, and supporting the private sector,
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making the United States one of the most innovative
countries in the field. However, less attention to
regulation and oversight may lead to certain ethical
and privacy issues in the future. National Artificial
Intelligence Initiative Act of 2020 (National
Artificial Intelligence Initiative Act of 2020)
encourages and subsidizes innovative Al efforts in
key US federal agencies. The Al Bill of Rights,
introduced in 2022, contains a set of guiding, non-
binding principles for the safe and secure
development of Al [28]. Compared to the European
Union, the US is less focused on regulating the use
of Al, although some states (such as California)
have already begun to implement their own laws
aimed at protecting privacy and data security.

China is another important player on the
international stage, especially in the context of Al
development. It is actively investing in research and
development in this area, with ambitious plans to
become a world leader in the use of artificial
intelligence by 2030. At the same time, China has
a different approach to regulation (Cyberspace
Administration of China — CAC), focusing on
strong state control and showing less attention to
human rights and ethical issues compared to Europe
or the US. This creates challenges for international
cooperation, as differences in approaches can cause
difficulties in global governance of technologies
and their impact on society. The new Chinese rules
will apply only to those generative Al services that
are available to the general public, and not to those
developed, for example, in research institutions.
One requirement is that generative Al services will
have to obtain a license to operate. If a generative
Al service provider detects "illegal” content, it must
take measures to stop generating such content,
improve the algorithm, and then report it to the
relevant authority.

The UN and other international organizations are
also addressing the issue of regulating artificial
intelligence at the global level. For example, the UN
Special Commission on Ethics in the Field of Al
is studying the ethical, social and legal aspects of
the use of these technologies. In 2021, the "Global
Ethics of Artificial Intelligence™ was developed and
published, which is designed to help governments
and other stakeholders define principles for the fair
use of Al. It covers issues of ethics, transparency,
accountability and the protection of human rights.
This document, in particular, states that United
Nations structures should ensure that artificial
intelligence systems do not override human
freedom and autonomy in decision-making, and
should guarantee human oversight. All stages of the

life cycle of an artificial intelligence system should
include human-centric design practices and leave
meaningful opportunities for human decision-
making [30].

There is also active cooperation between
national governments and private technology
companies. For example, large technology
corporations such as Google, Microsoft, IBM are
actively involved in developing policies for
regulating Al [31, 32]. They are creating their own
codes of ethics and working to improve
technologies to ensure their safe use. However,
cooperation is hampered by the lack of transparency
in the policy development process, as well as the
contradiction between the companies' desire to
develop technologies for commercial purposes and
the need to ensure their safety and ethics.

Global initiatives to regulate Al are still in their
infancy. This is one of the main reasons why it is
important to create international platforms for
sharing experiences and developing common
standards. Technical standards that take into
account both innovative development and the need
for safe and ethical use can become the basis for
effective international cooperation. The challenges
of international cooperation in regulating Al also
include issues of global competition and the risks
associated with the technological race. Countries
may have different priorities in developing AI —
from improving national security to commercial and
economic interests. This can lead to unequal access
to technologies and the impact of Al on different
countries and regions.

Another important problem caused by the lack of
a clear definition is that legislative bodies cannot
create an appropriate infrastructure for monitoring
and evaluating the development of Al technologies.
Due to the rapid development of Al
technologies, the issue of determining copyright for
objects created by artificial intelligence is becoming
more relevant. Who is the author of such a work —
the person who created the algorithm, or the
Al itself? There have already been cases when
courts in different countries have considered the
issue of copyright for works created by Al. In the
USA, for example, copyright cannot be granted
to Al, since it is not a natural person [33].

The issue of liability for the actions of artificial
intelligence also constitutes one of the most
complex and important legal problems in the
context of modern technologies. Due to its ability
to make autonomous decisions, Al significantly
complicates the traditional understanding of
liability, which in law is usually assigned to
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a specific individual or legal entity. Technologies
capable of self-learning and autonomous interaction
with the environment pose a question to legal
systems that is difficult to answer within the
framework of existing norms.

In normal situations, when technologies do not
have a high level of autonomy, responsibility for
their actions usually lies with their creators —
developers or owners. When a system (for example,
arobot) makes a mistake, responsibility lies with the
company that manufactured it or the owner.
However, for more autonomous systems that are
able to make decisions and take actions without
human intervention, the traditional interpretation of
responsibility is not so clear. In particular, when
it comes to situations in which Al causes harm.
Thus, in the event of an accident involving an
autonomous car, it is important to determine who is
responsible for the consequences: the software
developer, the owner of the system, or the Al itself.

One possible approach is that responsibility for
Al actions should remain with the developers and
owners of the technology, even if the system
operates autonomously. This means that the
developers who created the Al algorithm or model
should be legally responsible for how these systems
work. Technology owners can also be subject to
sanctions if they do not provide an adequate level of
control over the operation of the system. In this
case, this can be seen as liability for negligence or
improper use of the technology. It is also considered
important to test and check systems for errors before
they are released for use. And this should be
the responsibility of the developers and owners.

On the other hand, in the case of systems capable
of self-learning (for example, neural networks that
adapt to new data), it is difficult to predict exactly
how the system will behave in a given situation.
This creates additional difficulties for legal
regulation, since an error may be caused not by a
defect in the algorithm, but by unexpected results of
the system's self-learning. Since this phenomenon
has not yet acquired clear legal definitions, the legal
system must adapt to the new challenges posed by
such technologies. One idea discussed in legal and
technologist circles is to limit the liability of
developers in cases of misuse of the system by users
at certain stages of the use of Al [34, 35].

One interesting aspect is the proposal for the
possible liability of Al itself [18, 36]. Currently,
no legal system considers Al as a legal entity
capable of being held accountable for its actions.
However, with the development of autonomous
systems and the possibility of independent decision-

making, it is likely that in the future there will be
a need to create new legal categories to regulate this
aspect. This may be the development of the concept
of "digital persons" or the creation of new legal
institutions capable of operating in the context of
technologies interacting with the world at an
autonomous level [37, 38, 39].

Thus, the issue of organizational and legal
regulation of Al opens up a whole range
of legal, ethical and technical problems that require
clear answers from legal systems around the world.
Solving these problems requires a comprehensive
approach that must take into account both the
interests of technological development and
the protection of the rights of individuals who may
suffer from uncontrolled actions of autonomous
systems.

Conclusions

Artificial intelligence has a significant impact
on national security, as it can be used in both positive
and negative contexts to strengthen or weaken
the security of the state. In the military, intelligence,
law enforcement and other state structures, artificial
intelligence is already actively used to improve the
efficiency of management, data analysis and threat
detection. On the one hand, this opens up new
opportunities, but on the other hand, it poses
new challenges for states and societies related
to ethics, control and potential risks.

One of the most obvious areas of application
of artificial intelligence in the sphere of state security
is defense. Artificial intelligence helps to modernize
defense technologies, in particular in the
development of such autonomous systems as
unmanned aerial vehicles (UAVS), robotic combat
units, as well as intelligent systems for managing
military operations. They are able to quickly process
huge amounts of information and make decisions
in real time, which allows for more accurate and
effective operations in complex combat situations.
Artificial intelligence is also used in the context
of cybersecurity to detect and neutralize
cyberattacks, as well as to predict possible threats and
prevent them at the stage of formation.

The use of artificial intelligence in the context
of intelligence and information gathering is another
important component. Machine learning algorithms
and big data analysis make it possible to recognize
patterns that may indicate preparations for terrorist
acts, military conflicts, or other threats.

Thus, artificial intelligence has enormous
potential to enhance national security, but at the same
time, new challenges arise that require a careful and
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responsible approach to regulation, ethics,
and human rights protection. The use of this
technology must be balanced and ensure
transparency in processes where it may affect civil
liberties and the stability of the state.

Further directions of scientific research are seen
as resolving issues of legal support for the
functioning of artificial intelligence, taking into
account the requirements of national security. Ethical
rules and legislative initiatives that would allow for
the effective use of artificial intelligence, while
maintaining a balance between security and citizens'
rights, should be subjected to scientific analysis. This
involves establishing clear standards for monitoring
and control, data protection, as well as maintaining
democratic principles in pr processes where artificial
intelligence has a significant impact on state
governance.
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B. B. Kopnienko, B. I1. I'mups, M. C. CTuimyk

OPT'AHI3AIIIMHO-TIPABOBI 3ACAJIA BUKOPUCTAHHSI
IITYYHOI'O IHTEJIEKTY Y C®EPI 3ABE3IIEYEHHS JEP)KABHOI BE3IIEKHN

LImyunui inmenekm Mae 3HAYHULL 6NAUE HA CYCRINbHI npoyecu i Modce OYymu SUKOPUCMAHUL 5K Y
NO3UMUBHOMY KOHMEKCMi — Ol 3MiYHeHHs De3neKu 0epiucasu, max i 6 HecamueHOMy — 05 il 0CiaONeHHs.
V siticoko6ux, po3eioysanbHux, NPABOOXOPOHHUX MA THUIUX OEPHCAGHUX CIPYKMYPAX WIMYYHULL IHMENEKM Yice
AKMUBHO 3ACMOCO8YEMbCS 3405 NOJINUEHHS eqheKMUBHOCMI YAPAGTIHHA, AHANI3Y OAHUX I GUABTIEHHS 3G2PO3.
3 001020 6OKY, Ye BIOKPUBAE HOBL MOJNCIUBOCTH, A 3 THUIO20 — CIABUTNG OEPIAHCABU Tl CYCHIILCTNEA NEped HOBUMU
BUKIUKAMU, MO8 SI3AHUMU 3 eMUKOI0, KOHMPOLeM | ROMEHYIIHUMU PUSUKAMU.

Cvoco0mui ax 6 Ykpaini, mak i y ceimi Opaxye uimko 6u3HaueHoi Op2aHiz3ayiino-npasosoi Oasu Oisl
BUKOPUCTNAHHA WIMYYHO20 iHmenekmy y cghepi 3abesneuennsi oepicasnoi besnexu. Came ye i 3ymMoenioe
akmyanvHicmes 00cnioxncenHs. YunHe 3aKOHOOABCMBO He YIIKOM Ypaxoeye Cheyu@ixKy 3acmocy8aHHs.
WMYYHO20 THMeENeKmy, Wo CMEOPIOE NPABO8Y HEBUSHAUEHICMb Ma 00MelCYe epeKmusHicms 1020
BUKOPUCHIAHHSL.

Y cmammi npogedeno ananiz 6ioxpumux 0dxicepen i HA0aHo nPOnO3UYii W00 NOOATBLULO20 HOPMATNUBHORO
8PE2YNI0BAHHS GUKOPUCIMAHHS THCIMPYMEHMI6 WmyuHo20 iHmenekmy y cghepi oepaicasHoi be3nexu, 30kpema
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OKPECIeHO MedCi 1020 3ACMOCY8AHHS, BIONOBIOANbHICMb GIACHUKIE | KOPUCMY8AYI8 30 HEHANelCHe aho
0e3KOHMPOoIbHE BUKOPUCTNAHHSL IHCIPYMEHMAPTI0 WMYYHO20 THMENEeKM).

Knrouoei cnosa: wmyunuil inmenexkm, HeUpoHHI mepexci, ciyxrc6060-botiosa OisnvHicms Hayionanvnoi
28apoii Yxpainu, oepocasna besnexa, 3akoHodasye 3abesnevenns, Kibepbesnexa.
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