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The research paper provides the evaluation of statistical properties of the results for CET encryption of
information-driven permutation operations. The study also investigates a possibility of applying
CET operations in stream encryption during the sequential transformation of elements of open information.

The structure of an information security system based on cryptographic transformation for information-
driven CET operations is proposed, and functional models of devices for their hardware implementation
are developed.

Considering the software implementation of the information security method, the generated pseudorandom
sequences were tested with the NIST STS. The analysis of the test results has led to the conclusion that the
proposed method of cryptographic transformation based on information-driven CET operations is suitable
for use in weapons and military equipment systems.

It is shown that pseudorandom sequence generators are the most important elements of any security system,
and their reliability is largely determined by the properties of the used generators. High-quality pseudorandom
sequences, which are inherently deterministic, have virtually all the properties of implementations of truly
random processes and successfully replace them, since random sequences are extremely difficult to generate.

Keywords: evaluation, CET operation, pseudorandom number generator, statistical properties, synthesis,

model, NIST STS.

Statement of the problem. The pseudorandom
sequence (PRS) is defined as a sequence of numbers
produced according to some specific rules of
arithmetic, but it has all the properties of a random
sequence of numbers within a particular problem
being solved [18].

An important condition for using a pseudo-
random sequence is that it meets certain
requirements. In the generated sequences,
conditions for unpredictability of the sequence
serve as the indicators required for randomness and
uniformity that are checked using statistical tests.

There is an array of standards and protocols for
protecting an information resource that can be
adopted systematically to protect data circulating in
the network in real time [16, 20]. Cybersecurity
standards are technical specifications and guidelines
aimed at ensuring the confidentiality, integrity and
availability of information systems. These standards
are classified in two ways: information security
standards and information security management
standards. Information security encompasses
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standards and frameworks that focus on security
measures such as the ISO/IEC27000 series and
NIST.

The National Institute of Standards and
Technology (NIST) develops cybersecurity
standards, guidelines, best practices, and other
tools. In order to provide accurate information for
long-term research that anticipates technology
developments and future challenges, NIST offers
more than a thousand standard reference materials
[14-17].

The choice of appropriate cybersecurity
standards is crucial in protecting an information
resource [6, 7, 8]. These components have an
exhaustive list of controls that can be used as a
benchmark for protecting information systems.
Thus, the format of control channel protection is
selected based on the tasks, structure, and
requirements.

The NIST STS methodology applied in testing
statistical properties [18] has become widespread,
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and therefore this test suite was chosen to verify the
developed methods.

Analysis of recent research and publications.
The conceptual foundations for constructing low-
resource stream ciphers are considered in [1, 19].
These research papers present applied aspects of
using CET operations. The results of the impact the
CET encryption technologies have on the
identification and evaluation of ways to improve the
already known cryptographic algorithms and build
new ones are studied in the works [2, 3].

The classification of CET operations by the
number of operands into one-operand, two-operand,
three-operand, etc. is given in [4, 5]. To build
cryptographic systems, it is proposed to use
multi-operand CET operations. Technologies used
to construct two-operand operations are given
in[3, 4, 5].

The authors [2] suggest using a discrete casual
representation of models of elementary functions
and CET operations, including information-driven
CET operations.

Pseudorandom sequence generators are used in
various fields of knowledge such as information and
communication technologies [12, 18], information
security in networks and systems [13, 14, 15],
mathematical modeling, information resource
processing, generation of pseudorandom variables,
etc. In the vast majority of cryptographic protocols,
random numbers are used as input at some points
[16] or as a key in streaming encryption
systems [17].

The main results for the study of operations of
low-resource cryptographic systems and the results
for cryptographic transformations are laid out in the
research papers [1-5, 19].

The purpose of the article is to evaluate the
statistical ~ properties of the results for
CET encryption of information-driven permutation
operations.

Summary of the main material. Various
software systems are used to study cryptographic
algorithms and evaluate the quality of PRS
generators, among which the following deserve
special attention: the DIEHARD Statistical RNG
Tests, the NIST Statistical Test Suite (USA) [18],
and the system for evaluating the statistical security
of PRN generation algorithms and
cryptoalgorithms.

The battery of DIEHARD statistical tests for
measuring the quality of a random number
generator has its drawbacks, namely the test
parameters are rigidly fixed; there is a lack of a help
desk and a methodology for interpreting the

processing results; some tests have no substantive
justification [18].

Within the framework of the AES (Advanced
Encryption Standard) project, NIST [National
Institute of Standards and Technology] engineers
developed the NIST Statistical Test Suite (STS) and
proposed a methodology for statistical testing of
pseudorandom number generators for use in
cryptographic  information  security,  which,
according to experts in this field, currently best
meets the requirements of all stakeholders
[16, 17, 18].

The simplicity of the discrete-casual
representation of models of elementary functions of
information-guided permutations has provided a
simple representation of models of one-operand
CET operations of information-guided
permutations. For the first time, the basic group of
one-operand information-driven CET operations of
permutations contains only symmetric operations,
each of which implements a direct and an inverse
transformation.

The main hypothesis of the study is that it is
possible to combine one-operand information-
driven  permutation CET  operations into
two-operand operations based on the use of
discrete-casual models.

The proof of the hypothesis involves the use of
discrete-casual models of elementary information-
driven permutation functions to build models of
one-operand and two-operand CET operations. The
methods of discrete mathematics, set theory and
situational management were used to establish the
relationships between the models of one-operand
CET operations in the tuple of a two-operand NET
operation and its modification.

The design of lightweight ciphers involves
reducing the complexity of information
transformation algorithms if the preservation of
their cryptographic strength is desired. Among the
three-bit elementary functions on the basis of which
CET operations are built, one of the simplest in
terms of hardware implementation is the elementary
functions of information-driven permutations [2].
Their functional complexity is similar to the
complexity of modulo 2 bit addition (Figure 1).

The low complexity of implementing elementary
functions of information-driven permutations
ensures the feasibility of their application in low-
resource stream encryption systems. Let us
investigate the possibility of constructing discrete-
casual models of elementary functions, one- and
two-operand CET operations of information-driven
permutations.
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Figure 1 — Functional diagrams for the implementation of elementary functions of modulo 2 addition (a)
and information-driven permutation (b) (developed by the authors)

The discrete-casual model is a casual

combination of three discrete functions [2]:

) =(A)(L@)(H®), @

where f,(x) is control function; (f;(x))and
(f5(x)) are the permutation function 1 and the
permutation function 2 correspondingly; in case of
fo(x) the permutation function 1 (f,(x))is
performed; otherwise the permutation function 2
(f5(x)) is implemented.

The elementary information-driven permutation
function presented in Figure 1, according to (1), can
be described by the model:

fx) = (x1) (x2) (x3) )

To improve the methods of synthesis of
elementary functions and information-driven CET
operations of permutations, the following properties
of the discrete-casual model are required (1):

— inversion of the result for the control function
implementation will lead to a swapping of the
permutation functions:

— inversion of the results for the implementation
of the permutation functions will lead to the
inversion of the implementation of such a model:

(i) (L) (@) = F().

Using the model (2), we can construct all
elementary information-driven permutation
functions.

1. Based on permutations of three discrete

functions, ie. fi(x) =x, fo(x) =x, and
f3(x) = x3, six discrete-casual models can be built:
fO) = Q) (x)(x3); f0) = (1) (x3) (x2);
f(x) = (x2) (1) (x3).

2. Contingent on each model built by inversion
of the permutation functions, four discrete-case
models can be constructed: f(x) = (x1)(xz)(x3);
fO) = G (x2) (x3); f0) = (g) (x2) (33);
fO) =) (x)(x3) ...

3. Due to the second property, the obtained
discrete-case models can be divided into direct and
inverse ones.

The results for the synthesis of models of
elementary information-driven permutation
functions are shown in Table 1.
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Table 1 - A set of synthesized models

functions (developed by the authors)

of elementary information-driven permutation

Elementary functions of information-driven permutations
direct inverse
1 £ = (1) (x2) (x3) 13 f ) = (%) (x2) (%3)
2 £ = (1) (x2) (%3) 14 fQ0) = (1) (x2) (x3)
3 fG0) = () (x3) (x2) 15 f ) = (1) (x3) (32)
4 fQ) = () (x3) (32) 16 f) = (1) (x3) (x2)
5 f ) = (2) (1) (x3) 17 f ) = (x%2) (x1) (%3)
6 f ) = (a2) (1) (%3) 18 f ) = (62) (x1) (x3)
7 f ) = (a2) (x3) (x1) 19 f ) = (x2) (x3) (1)
8 f () = (x2) (x3) (1) 20 f ) = (x2) (x3) (x1)
9 fG0) = (x3) (1) (x2) 21 f ) = (x3) (1) (x2)
10 fG0) = (x3)(x1) (%) 22 f ) = (x3) (1) (x2)
11 f ) = (x3)(x2) (1) 23 f ) = (3) (x2) (1)
12 f ) = (x3)(x2) (1) 24 f ) = (3) (x2) (1)

The constructed group of discrete-casual models
of elementary functions of information-driven
permutations allows proceeding to the modeling of
one-operand CET operations of information-driven
permutations.

Let us check the possibility of detecting the
statistical properties of the results for the matrix
cryptographic transformation of a non-random
monotonically increasing sequence with a repetition
cycle of 256 bytes, which contains the codes of the
numbers 0, 1, 2, ..., 255.

The algorithm for forming a sequence based on
information-driven permutation CET operations is
shown in Figure 2. It presents the complete
processing cycle for information-driven CET
operations.

The sequence was tested based on information-
driven permutation CET operations using the NIST
STS.

The cumulative results of testing the sequence
based on information-driven permutation CET
operations with a 256-byte repetition cycle by the
NIST STS are presented in Table 2.

The test results showed that the method of
information protection based on CET encryption of
information-driven permutation operations has
passed the comprehensive control according to the
NIST STS methodology.

Let us check the statistical properties of the
results for cryptographic transformation based on
information-driven CET operations on the example
of electronic information resources.

A statistical portrait of the software
implementation of the sequence formation
algorithm based on information-driven permutation
CET operations with a 256-byte repetition cycle is
shown in Figure 3.

Taking into  account  the  software
implementation of the information security method,
the generated pseudorandom sequences were tested
with the NIST STS. The analysis of the test results
made it possible to conclude that the proposed
method of sequence formation based on
information-driven permutation CET operations is
suitable for use in systems for protecting
information resources of the weapons and military
equipment system.
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Figure 2 — Algorithm for sequence formation based on information-driven permutation
CET operations (developed by the authors)

Table 2 — The summary of test results (developed by the authors)

Number of the tests passed

Generator _ .
99 % consecutive 96 % consecutive
Cryptographic transformation based
on information-driven CET operations 136 (71.9 %) 188 (9.5 %)
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Figure 3 — Statistical portrait of the software implementation of the sequence formation algorithm
based on information-driven permutation CET operations (developed by the authors)

As can be seen from the results, the sequence
under study has undergone comprehensive control
according to the NIST STS methodology [18].

Conclusions

The article evaluates the statistical properties of
encryption results based on information-driven
permutation CET operations on the basis of
generalization of the obtained results.

It is possible to increase the speed of the
information security system based on information-
driven permutation CET operations by controlling
the encryption process. A variant of the algorithm
for forming a sequence based on information-driven
permutation CET operations is shown in Figure 2.

The practical implementation of the algorithm
for forming a sequence based on information-driven
permutation CET operations depends on the
requirements for the development of cryptographic
protection systems for information resources.

The implementation of information-driven
permutation CET operations based on a
pseudorandom (gamma) sequence meets the
requirements of the NIST Statistical Test Suite.

Direction to further research is construction of
groups  of  non-commutative  two-operand
information-controlled CET operations of
permutation for use in promising scenarios of low-
resource stream encryption.
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IPAKTUYHA PEAJII3AIIA PE3YJBTATIB 3AXUCTY IH®OPMAIIIL HA BA3I
TEXHOJIOT'TI CET-LIN®PYBAHHS

Ilposedeno oyinoganns cmamucmuynux eracmugocmei pesynomamie CET-wugpysannus onepayiil
nepecmanosox, keposanux ingopmayicio. [ocnioxceno moacaugicms 3acmocysanns CET-onepayiti y
NOMOKOBOMY WUDPYEAHHT NIO HAC NOCTIO08HO20 NEPEMBOPEHHS elleMeHmMIE 8IOKpumol ingopmayii.

Ha niotpynmi  y3acanvhennsi ompumanux pe3yiomamis po3podieHo Memoo Kpunmozpapiynozo
nepemeopenns va ocnosi CET-onepayiil, keposanux ingopmayicro.

3anpononosano cmpykmypy cucmemu 3axucmy iHghopmayitinozo pecypcy Ha 0CHO8I Kpunmospagivnozo
nepemeopenns y pasi sacmocysanunsi CET-onepayiil, keposanux ingopmayicio, i po3pooieno (yHKYIOHANbHI
cxemu npucmpoie peanizayii el1emMeHmapHux QyHKyitl.

Pesynomamu mecmysanus noxasanu, wo po3pobreHuil Mmemoo 3axucmy iHgopmayii HaA OCHOGL
CET-onepayiil nepecmano8ok, Keposanux iHhopmayiero, y Mexncax KOHmMpOIbHO20 0lana3ony 3a MemoouKoo
NIST STS. Lle doano 3moey Oitimu 6UCHOBKY, WO 3aNPONOHOBAHUL MEMOO KPUNMO2PAPDIUHO20 NepemEopeHHs.
na ocnogi CET-onepayiii, kepoganux ingopmayiero, € NpUutiHAmHuUM Ol BUKOPUCMAHHS Y CUCHEMAX
030pO€EHHsL MA BIICLKOBOI MEXHIKUL.

Tlobyoosano  Ouckpemno-ka3yanvui MoOeni eneMeHmapuux QyHKyill NnepecmaHo8oK, KeposaHux
iHghopmayicro. Yemanoseaeno enacmugocmi yux mooeneu, ki Oy 3M02y CHpOCIUMU Memoo ix cCuHmes)y.

byno suxopucmano nuwe oeoxonepanoni CET-onepayii 6a3060i epynu onepayii, sKi ompumaui 3a
pesyrbmamamu excnepumenmy. Take 0OMedCeHHs 3YMOGNEHe HAAGHICIIO MONCIUBOCHI NOOYO08U NOBHOI
epynu mooenei oonoonepanonux CET-onepayiii nepecmanogok, Keposawux ingopmayicio, 3 mooenetl
oonoonepanonux CET-onepayiii 6azoeoi epynu.

Toka3zano, wo cenepamopu nce008UNAOKOBUX NOCAIO0BHOCHEN € HAUBANCIUBIUUMU eTleMeHmamu 0Y0b-
KO cucmemu 3axucmy, HAOUHICMb POOOMU SIKUX NePesadCHO BUHAYAEMbCS CcaMe GIACTNUBOCTHSIMU
BUKOPUCMOBYBAHUX 2eHepamopis. CmillKki ncee0o8UNaoKos8i NOCHIO0BHOCMI, SKI € 3a CBOEN CYMHICMIO
0OMedHceHUMU, MAIOMb NPAKMUYHO 8CI 81ACMUBOCI peani3ayill iICMUHHO 8UNAOKOBUX NPOYeCi8 ma YCHIUHO
3AMIHIOIOMb X, OCKIIbKU 8UNAOKOS] NOCTIO08HOCI HAO38UYALIHO CKIAOHO (hOPMYBaAm.

Knrouoei cnosa: oyiniosanns, CET-onepayis, ecenepamop nces008unaokosux nociio08HOCHEl,
cmamucmuyri énacmusocmi, cunmes, mooeav, NIST STS.
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