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DURING THE NEUTRALIZATION OF AN ARMED CONFLICT
OF A NON-INTERNATIONAL NATURE

The article proposes a methodology for determining the list of objects for priority impact to disrupt the
stability of the structure of the system of regime measures of the internal enemy during the neutralization of a
non-international armed conflict by the law enforcement forces of the state. It develops and describes the
methodology in terms of graph theory.

The author substantiates and develops the corresponding indicators and criteria for choosing a strategy of
behavior of a person who makes a management decision on the procedure for installing search and strike
forces in the crisis region of the country. They present the formulated methodology in a descriptive form.
The researcher also shows the order of working by the methodology on a practical simplified example. The
developed methodology is intended for use in the military command bodies of the National Guard of Ukraine
when planning stabilization actions in the crisis-prone part of the country.
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Statement of the problem. One of the tasks set
out in Article 1 of the Law of Ukraine "On the
National Guard of Ukraine™ is "to cease terrorist
activities, activities of illegal paramilitary or armed
formations (groups), terrorist entities, organized
groups, and criminal organizations” [1]. This
objective is conditioned by the function of the
National Guard of Ukraine (NGU), which is stated
in Article 2 of the same law. Namely, it denotes
"participation in special operations to neutralize
armed criminals, to terminate the activities of
paramilitary or armed formations (groups) not
provided by law, as well as organized groups and
criminal organizations on the territory of Ukraine,
and in measures related to the suppression of
terrorist actions." However, it should be
emphasized that the performance of this function is
going to be one of the most difficult for the NGU
in the postwar period in the long-term
perspective [2].

Analysis of military struggle in non-
international armed conflicts (NIAC) makes it
possible to view it (the struggle) as the interaction
of two systems: the system of regime measures
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(SRM) of the internal enemy to control the territory
under its control in the conflict area and a certain
system of actions and approaches taken by the state
to localize and neutralize NIAC [3—6]. In essence,
the purposes of creating each of these organized
entities are diametrically opposed: one goal is
to establish control over the territory in order to
achieve a specific political objective, which
is pursued through the conflict escalation; the other
is to restore lost control and ensure the normal
(usual) functioning of public authorities, municipal
self-government bodies, institutions, businesses,
local communities, etc.

The actions of the authorities involve
conducting a special operation (SO), such as an
anti-terrorist operation [7], drawing on law
enforcement and military groups. Depending on
the degree of resistance shown by domestic
opponents, the actions of the latter units may take
the form of armed struggle, the conduct of which
should be subject to certain restrictions,
considering the concerns of the authorities. These
include: 1) minimal damage to the civilian
population and infrastructure of the region;
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2) minimal waste of resources during SO;
3) effective destruction of internal enemy forces;
4) minimal losses of own forces and resources, etc.

Restrictions primarily affect the methods of
conducting search and strike operations. Their
essence is described in [8] and defined in terms of
disrupting the stability of the internal enemy's
regime measures.

A system is called stable when, upon being
brought out of equilibrium by an external
influence, it returns to it after the influence ceases
[9]. The perfect way to mess up its stability is to
affect all its components and objects, making it
impossible to recover, because that totally breaks
the connections between the objects and
components of the system. However, this kind of
influence requires a lot of effort and resources,
which doesn't fit with the above-mentioned
restriction to keep the costs of SO to a minimum.

The relevant military administration body
usually develops a plan for future actions to be
carried out in the form of an SO while performing
the functions delegated to the NGU. This process
is a complex task that can be understood as a set of
techniques and mental operations performed by
headquarters officials to generate possible
solutions. It is known that this procedure involves
determining the sequence, listing tactical
techniques, and their order (means) for applying
available forces and resources to fulfill assigned
duties.

At the current stage of global military science
development, the most reasonable decisions are
those based on a regular analysis of the objectives
of future war efforts, consideration of the
operational situation, the capabilities and potential
of friendly armies, and the character of enemy
actions and potential, as well as other equally
important factors. An example of such an approach
is the concept being implemented in the US Armed
Forces for SO planning and developing strategies:
"Effects — Based Approach to Joint Operations"
[10]. Its basis relies on modeling warfare and
searching for interrelations between systems and
their constituent elements and objects. They reflect
certain characteristics, influencing which can help
achieving the goal of warfare and special
operations in general.

The same idea is shared by native researchers in
their work [11], who suggest targeting key objects
and elements of the SRM, since the stability of the
whole system depends on them. That way, the

overall costs of resources and time spent on
localizing and neutralizing NIAC are significantly
reduced. The identification of such critical objects
and the gradual (or immediate) impact on them
enables the creation of separate substructures
within the initial SRM network, with significantly
lower capacity to resist government forces.
Subsequently, each of these substructures is
neutralized independently.

Determining the set of items and components
that, when affected, result in the creation of the
above-mentioned isolated sub-configurations, as
well as determining the criteria for such selection
and developing the appropriate scientific and
methodological ~ apparatus ~ for  justifying
administrative decisions, is a difficult issue. It is
currently resolved through heuristic methods using
the personal experience, knowledge (intuition) of
the commander (superior) who makes the decision.
Addressing this challenge with heuristic methods
will always go wrong (contain errors) for network
structures with a high density of objects and links
among them. In some cases, such errors can be
quite significant. Therefore, the academic task of
developing a methodology for identifying critical
points of influence for disrupting the stability of the
regime measures of the internal enemy during the
neutralization of NIAC is now relevant.

Analysis of recent research and publications.
Many scientific works by foreign and domestic
scholars analyze the results of special operations to
localize and neutralize internal armed conflicts.
Some researchers have presented important
theoretical and methodological aspects, as well as
practical recommendations and techniques for
identifying the importance of strike targets
(elements) of the combat formations and
infrastructure of the opponent [11]. The problem of
functional resistance of complex technical and
organizational systems is examined in a scientific
work [12]. The results of the study of the composite
setup are given in [13]. The author of the article
[14] has developed indicators and criteria for
evaluating the effectiveness of the deployment of
the NGU unit to localize areas of non-international
armed conflict. The established indicators and
criteria taken together enable an adequate
assessment of the efficiency of the NGU's
deployment. They can be applied in the practical
activities of commanders and staff for mission
planning, as well as for the timely and reasonable
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adjustment of adopted decisions and developed
plans.

At the same time, no research papers were
found that would explore methodological aspects
of disrupting the stability of SRM caused by an
internal enemy seeking to control the territory of
the NIAC.

The purpose of the article is to develop a
procedure for determining the list of facilities that
could be targeted to destabilize the system of
regime measures of internal opponents while
countering a non-international armed conflict
(domestic armed conflict).

Summary of the main material. Suppose that
the quantity and location of the objects of the
internal enemy within a certain territory have been
identified thanks to intelligence data. All functional
links between such objects, which ensure their
combat, information, and resource support, are also
known. It's a hierarchical structure where info from
lower-level elements, like observation posts,
patrols, checkpoints, and strongholds, is sent to
higher-level elements, which check out the
situation, assess fighting capabilities, arrange
target distribution, make managerial decisions, and
so on. In turn, higher-level elements send
command instructions and resources for specific
types of support to lower-level elements. Then such
a system can be defined as a combat one, which
represents a set of functionally connected military
formations (units), means, and objects of various
purposes, which are used for a single concept and
plan under a single command to perform the
assigned tasks.

Combat units are covered by military systems
theory, which includes the theory of battle
capability. Battle capability [15] is a generalized
characteristic of the combat capabilities (firepower,
striking power, and maneuverability) of a military
formation (union, corps, unit, or subdivision) or a
model of military equipment and armor in a
specific type of military operation (offensive,
defensive, etc.), which is calculated
mathematically and indicated by a number.

If that's the case, then a model of such a
distributed and hierarchical structure can be shown
as an undirected weighted graph G = (V, E), the

vertices V ={V,} of which modulate SRM objects,
and the edges of which E ={g;} constitute lines of

information, warfare, and/or resource support,
where i, j=1,n (n — number of vertices of the

graph). Each edge €;; is attributed a certain

weight coefficient W;;, which designates the

combat potential of the government forces
necessary to disrupt the corresponding connection
between particular objects of the SRM of the
internal enemy.

When the SRM network is represented by a
graph G = (V, E), it is necessary to find a subset of

vertices V' e {v, }, by iterating through the options
for disabling its individual entities and elements,
removing which from the scheme of the initial
graph G =(V, E) results in m unconnected
(isolated) substructures G, _=(V,E), Wwhere

k =1, m. At the same time, the following
condition must be met for each such sublattice

— B
G: ——>3 (1)

n n !

>>wiiz

i=1 j=1

n n
where > > Wi /2 is the total military capacity
i=1 j=1
needed to break all the links in the substructure
G-_k; B is the fighting potential of a military unit

from the state's search and strike forces.

The threefold excess of the level of combat
potential of search and strike forces in equation (1)
is explained by the fact that search and strike
operations are essentially offensive by nature, and
the Field Manual of the Ukrainian Ground Forces
requires at least a triple advantage in forces and
resources over the enemy during an offensive.

Thus, equation (1) describes the conditions
(criterion) for the destabilization of a certain

isolated substructure G, . To the initial

composition of the SRM, modeled by an undirected
weighted graph G = (V, E), the equation (1) will
look next:

G: B 53, )

n n

22 Wy l2

i=1 j=1
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n n

where D" wj /2 is the total fighting capability
i=1 j=1

needed to break all the links in the G arrangement.

Indeed, if the SRM set-up of a domestic enemy
is divided into a specific number of isolated
substructures, each with a certain level of combat
potential that does not exceed a critical
(mandatory) value (3B), the main objective of
search and strike operations will be achieved —
disrupting the stability of the SRM of an internal
opponent in an internal armed conflict.

The proposed methodology focuses on the
consistent fragmentation of the initial structure of
the SRM of the internal enemy and has six steps.

Step 1. Show (build a model of) the system of
internal enemy regime measures as an undirected
weighted graph G = (V, E). Compile an adjacency
matrix Sg for this graph. Each object of the SRM is
not self-related, and therefore such a matrix will get

a null diagonal, i.e, the elements
W, Wy, Wys,.o W, =0
\': \‘: 3 3
1 0 Wy, " 1"
vyl wy, 0 G Wap W Wy
Somial s ows B s oww we (3)
v M " 0 dx M
s 0
1 " " w, 0

Step 2. Each vertex vj of the adjacency matrix
Se is characterized by a certain degree C;, which
means the number of connections — edges, incident

to this vertex. In addition, each vertex V; is defined

by the total weight of its incident edges

W, = N w;, » Where i, j=1n (n — number of
S

vertices in the graph). Find the parameters C;and

Wi for every vertex V;.

Step 3. Determine the coherence of the structure
by building a transitive closure matrix

Rs :Hrij

{ 1 if & a connection & exists;
Fij

, where

nxn

0 — if there is no connection

value the coherence of the structure.

A fast algorithm for constructing a matrix
Rs = Hrij H ., based on the adjacency matrix

Se =|sq ___isprovided in [16].

For any connected undirected graph, its Rg
matrix is symmetric with respect to the main
diagonal and forms an identity matrix:

L R T

R T

v.| 11 .1 1

In the case of a disconnected, unoriented graph
(the initial structure split into several separate
substructures), several unit blocks can be identified

on the main diagonal in the Re matrix by pulling
identical rows and columns toward the higher

orders. Let's call this matrix RZ .

The number of such blocks indicates the
quantity of connectivity components (separate
substructures), and the vertices that make up each
block represent the quantitative and index
composition of each component (isolated
substructure). If there is a singular block in the

matrix Rg that has a unique vertex, this means that

it (the vertex) is isolated in the graph structure.
Step 4. When there is one connectivity
component in the graph, it is necessary to check it
for compliance with equation (2); when there is
more than one such component, it is necessary to
check each of them against formula (1). If the terms
are met, then the SRM structure is unstable — this
is the end of the procedure. Otherwise, the SRM
composition is stable, and therefore, the following
decision must be made regarding the removal of a

node V; — the future object of influence modeled

by this node.
Step 5. To select the target in the adjacency

matrix Sg (3), pick the row with the highest
degree of the vertex C; and the lowest total value of
the weight coefficients of the incident edges — W,

The comprehensive criterion for selecting a vertex
(the object of the subsequent impact) will be as
follows:
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V. C, > max, W, — min - (5)

In case several vertices meet criterion (5), any
of them may be chosen. Applying this criterion will
ensure that the vertex with the largest number of
incident connections is removed from the structure
at each step. That is most likely to disrupt the
cohesion of the scheme, which means disrupting
the stability of the SRM. At the same time, each
such operation (a step toward removing the vertex)
will consume a minimum amount of combat
potential of the search and strike forces. Thus, the
strategy of "maximum impact at minimum cost"
will be implemented at every stage.

Step 6. By removing the corresponding row and
column of the vertex V;, modify the adjacency

matrix S . Proceed to step 2.

Sample solution to a practical problem.

Suppose that the structure of the SRM of an
internal enemy is described by an undirected
weighted graph G = (V, E), where the vertices are
objects and elements of the structure. Also, the
weight coefficients of the edges reflect the battle
potential of search and strike forces, which, when
used, disrupt the corresponding connection
(Figure 1). Let the fighting capability of a standard
unit of the state's search and strike forces be
60 units. Assume that the search and strike forces
consist of one standard unit.

Figurel — Unoriented weighted graph G representing a certain structure of the system of regime

measures of the internal enemy

In accordance with the methodology described
above, the following actions are performed.

Action 1. Make an adjacency matrix Sg for the
undirected graph G = (V, E), shown in Figure 1.

Action 2. Degree (C;) and total value of weight
indexes (Wi) for the edges incident to this vertex

are calculated for each vertex V; . That gives:

viovy v, vy v v v v | G T

w|0O 0O O O 10 18 0 0] 2 28

v 0 0 200 0 0 8|2 28

vy 0 0 11 2 12 3 0| 4 28

Sg=v, 2011 0 7 0 0 5| 4 43
v, (10 0 2 7 0 0 0 0] 3 19 (6)

ve |18 0 12 0 0 0 0 0] 2 30

v 0 3 0 0 0 0 142 17

Vg g 0 5 0 0 14 03 27

3. A transitive closure matrix
Rs :HI’UH is built; it is singular and
nxn
indicates that the structure is coherent and consists

of a single connectivity component.
Action 4. The validity of condition (2) is

Action

checked. The result is: ﬂ < 3.

Condition (2) is not met; therefore, the structure
is stable. Thus, the decision is made to remove a

certain vertex V; from the network.

Action 5. The vertex that satisfies condition (5)
is selected from among all vertices of the graph in

equation (6). That vertex is V5. Then the resulting

structure will appear as shown in Figure 2, and the
corresponding adjacency matrix with revised
values C; and Wi will be provided by equation (7):
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Figure 2 — Undirected graph G, after
removing vertex vs out of structure G

L A o 4
v (0 0 0 1018 0 0 |2 28
vw| 0 0 200 0 0 8 |2 28
v ([0 200 7 0 0 5|3 32 ™)
Sg=v (10 0 7 0 0 0 0]217
v (I8 00 0 0 0 0118
v, 00 0 0 0 141 14
% 8 5 0 0 14 0|3 27

Since graph G; is connected, the transitive
matrix RZ, will not change for it and will be

singular. Condition (2) is also not met for this
structure, which means that the structure is still
stable. A solution is made to proceed with the
further removal of a certain vertex v; from the
scheme.

Action 6. Among all vertices of graph Gi in
equation (7), the vertex that meets condition (5) is
selected. That vertex is vs. Then the resulting
structure will be as shown in Figure 3, and the
corresponding adjacency matrix with corrected
values C; and Wi will be given by expression (8):

10
o¥o
" (&)

NG

Figure 3 — Undirected graph G, after
removing vertex vg out of structure G,

1V W v N G w
w0 0 0 1018 0 2 28
w0 0 200 0 0 2 20
v(0 200 7 0 0 2 27 )
Sey=v¢| 100 7 0 0 0 2 17
w18 0 0 0 0 0 1 18
w0 0 0 0 0 0 0 0

The transitive closure matrix for graph G, will
be expressed by equation (9):

Vi Vo vy Vs Ve Wy
v i1 1 1 1 170
|
w1 1 1 1 110
|
v,[1 1 1 1 110
6 | 9)
Ro=vi| 1 1 1 1 110
vel1 1 1 1 110
____________ ==
v[0 0 0 0 01,

Action 7. The matrix RZ, is analyzed. It shows
that graph G, is disjoint and consists of two
substructures {Gk} (k =lmm= 2):
51={V1’V2'V4'V5'Ve}’C?2={V7}'

Action 8. The validity of condition (2) is
checked for each of the identified substructures

6]_ :{V]_1V2!V4!V5 y Vﬁ}, (?2 :{V7} The I’esult: fOI‘

G, : %< 3; for G_2 condition (2) is not tested,

since C7=0.

Condition (2) is not fulfilled for substructure
51 ={v,,V,,V,, Vs,V }; therefore, it is still stable.
A decision is made to further remove a certain
vertex V; from its set.

Action 9. Among all vertices of the graph from
equation (8), the vertex that meets condition (5) is

selected. The vertex is Vg. Then the resulting

framework will have the form shown in Figure 4,
and the associated adjacency matrix with modified
values C; and Wi will be represented by
equation (10):
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Figure 4 — Undirected graph Gs after removing
vertex vs out of structure G,

v v v v |G W,

v |0 0 0 18 0|1 18

g M0 0200 0f1 2
“79,00 200 0 01 20 (10

v [18 0 0 0 0|1 18

v, [0 0 0 0 00 0

The transitive matrix for the given graph will
look like this:

ViV v, v,V
v| 1 170 0 0
v, _1__1_i_9__0_| 0 (11)
v |0 011 110
|
Ri=v,[0 011 110
v, [0 0 0 0111

Action 10. The matrix RZis checked. Hence,
graph  Gs; contains  three  substructures
{Gk}(k =1m, m=3):

Gl :{Vl'VG}! Gz :{Vz’V4}’Gs :{V7}-

Action 11. The validity of condition (2) is
checked for each substructure. As a result: for
G, : @>3; for G,: @=3; for G,

18 20
condition (2) is not tested, since C7 = 0. Therefore,
condition (2) is true for all substructures of graph
Gs, and the SRM composition is unstable — this
concludes the methodology.

To sum up, it should be noted that in order to
shift the initial structure of the SRM from a stable

state to an unstable one, it is necessary to
consecutively (or simultaneously) influence three
objects of the internal enemy, which are modeled

by vertices: V,, Vg, V:. These sites are crucial —

primary targets for attack during search and strike
operations. Meanwhile, the combat potential of
search and strike forces must be at least 72 units to
ensure the guaranteed disruption of the SRM
stability of the internal enemy. That's why the
initial battle capability of search and strike forces
should be increased by 12 units (compared to the
initial value). That aspect should be considered
when planning future operations.

Conclusions

The developed methodology is intended to be
used for planning search and strike operations of
military command bodies of the National Guard of
Ukraine carried out within the framework of
special operations to localize and neutralize non-
international armed conflicts. The proposed
options, generated using this methodology, contain
a list of key objects in the system of regime
measures of the internal enemy, which must be the
primary targets for influence (destruction) by
government forces in the course of resolving the
aforementioned conflicts. The methodology also
provides an estimation of the minimum sufficient
combat abilities of native troops to disrupt the
stability of the SRM of a domestic enemy.

The universal nature of the methodology is
explained by the application of the mathematical
apparatus of graph theory. With its help, it is
possible to model any network object (SRM of
internal enemy) with a distributed structure of any
density and complexity.

The following initial data are required to
implement the methodology of the NGU military
administration: the network of the internal enemy's
SRM in the crisis region; quantitative evaluation of
the combat potential required to disrupt each
existing  (identified) = communication  line
(logistical, informational, etc.) in the combination
of regime measures of the internal enemy.

Automation of that method for the environment
of a specific geographic information system will
increase the operational efficiency of producing
effective variants of the plan for future search and
strike actions of the NGU unit.

Further scientific research will be focused on
developing a scientific and methodological toolkit
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that can help determine key objects of influence for
disrupting the stability of the opponent's defense
during hostilities.
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YK 355.43:519.1
B. M. banamyrt

METOJHUKA BU3HAYEHHA KJIIOYOBUX OB'€KTIB BIVIMBY IS IOPYIIEHHA
CTIMKOCTI CUCTEMH PEKUMHHUX 3AXOAIB BHYTPIIIHBOI'O IIPOTUBHUKA
Y XOAI HEUTPAJII3ALIL 3bPOUHOI'O KOH®JIIKTY HEMIDKHAPOJHOI'O XAPAKTEPY

3anpononosano MemooOuKy GU3HAYeHHs nepeniky 00’cKkmie 01 Nepulouepe08o20 6HIUEY 3 MEmoio
NOpYUIeHHS CMIUKOCMI CIMPYKIMYPU CUCTHEMU PENCUMHUX 3aX00I8 GHYMPIUHb020 NPOMUGHUKA NI0 Hac
Hetumpanizayii nPAGoOXOPOHHUMU CUNAMYU 0EPIAHCABU 30POUHO020 KOHPIIKMY HEMINCHAPOOHO20 XapakKmepy.
Memooduky po3pobaero i onucano 8 mepminax meopii epagis.

B ocHosy memoouku noknadewi MIpKY8aHHSA CMPYKMYPHOI YinicHOCmi Mepedcego2o 06’€kma, AKUM
MOOENI0EMbCS NEGHA CMPYKMYPA PENCUMHUX 3AX00168 GHYMPIUHBLO2O NPOMUSHUKA 6 MAKOMY KoHGaikmi. ¥V
Memoouyi 3acmoco8ano i0erw OUHAMIYHO20 HPOSPAMYBAHHA, WO NOAA2AE Y NOCAIO08HOMY OpOOIeHHI
NOYAmMKOBOI CMPYKMYPU CUCTHEMU DENCUMHUX 3aX0018 6HYMPIUHLO2O HPOMUBHUKA HA OKpeMi Henoe sa3ami
nIOCMPYKmMypu, KOHMPONbL HAO AKUMU NOMPedye MeHuo020 00108020 NOMEHYIany CMEOPIO8aH020
VepYnosanHs npasooOXoOpOHHUX CUL 0epaicasu. /[pobients cmpykmypu mpusae 0omu, noku He 6yoe GUKOHaHO
neeuy oupekmugHy ymosy. OOIpYHMOBAHO i po3poOIeHO BiONO0GIOHI NOKA3HUKU ma Kpumepii eubopy
cmpamezii n08ediHKU 0CcoOU, KA NPUUMAE YNPABTIHCbKE PIilleHHs Wo0o NOpPAOKY NPOBeOeHHs NOULYKOBO-
YOapHUX cui y Kpu3zo80my pe2ioHi Kpainu. Po3pobneny memoouxy nooaro 8 onucogomy eueniodi. Ilopsadox
pobomu 3a MemooOuKoio NOKA3AHO HA NPAKMUYHOMY CHPOWEHOMY HPUKIAdi. 3anponoHoeana mMemoouxa
NpU3HaueHa 015 3aCOCYBAHMA & OP2AHAX GIICbK06020 ynpaeninnsa HayionanvHoi eeapdii Yxpainu nio uac
naHy8anHs cmadinizayiunux Oiti y KpU3080My pe2ioni Kpaitu.

Knrouoei cnosa: 30potinuti KOHQIIKM HEMIHCHAPOOHO20 XapaKmepy, 6HYMPIWHIti NPOMUBHUK, CUCHeMA
PedACUMHUX 3aX00i8, CMILIKICINb cCUCmeMU, MAmpuysl, NOKA3HUK, Kpumepi, Memoouxa.
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