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The factors influencing the intelligence support of the formations of the National Guard of Ukraine and
their interaction within the Defense and Security Forces of Ukraine and modern trends in the implementation
of information technologies, have been systematized. A three-level classification of factors is proposed:
macrofactors, mesofactors, and microfactors. Each group comprises a list of influential factors identified using
expert evaluation method and ranked using a priori ranking method and Excel software. The weighted sum
method of expert assessments was employed to ascertain the influence of 30 factors on the intelligence support

of the formations of the National Guard of Ukraine.
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Statement of the problem. The National Guard
of Ukraine (NGU) plays a key role in the national
security and defense system of Ukraine. Its
activities are based on the principles of the rule of
law, legality, the protection of human rights and
freedoms, political neutrality, and openness to
democratic civilian oversight.

The main challenge for the NGU lies in its dual
purpose, which necessitates the execution of a
broad spectrum of tasks, encompassing both
military and law enforcement functions. Military
duties include participation in repelling armed
aggression, defending the state, carrying out
territorial defense tasks, and engaging in combat
operations. Law enforcement functions encompass
the protection of the constitutional order,
maintenance of public order and safety
(particularly during mass events), guarding critical
state facilities and infrastructure, participation in
counterterrorism operations, combating organized
crime and illegal armed formations, as well as
contributing to the enforcement of the legal regime
of martial law.

This dual functionality imposes unique and
complex requirements on the intelligence support
(IS) system of the NGU. Unlike purely military or
purely police structures, NGU intelligence must be
capable of collecting, analyzing, and delivering
information relevant to fundamentally different
operational scenarios. The intelligence needs for
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planning and conducting combat operations against
an organized military enemy (e.g., identifying
positions, armament, intentions of enemy units)
differ significantly from those required for
maintaining public order during peaceful
assemblies (e.g., crowd monitoring, identification
of organizers and potential provocateurs,
assessment of public sentiment) or for combating
criminal groups. This dichotomy creates a
considerable burden on intelligence agencies (1As)
requiring operational flexibility, multi-domain
training  of  personnel, adaptive  work
methodologies, and the ability to efficiently
allocate limited resources among various
operational priorities. Furthermore, the legal
frameworks and methods applicable to intelligence
operations in wartime differ significantly from
those wused in law enforcement contexts—
particularly when such operations involve the
state's own citizens.

The experience gained from deploying
intelligence forces and assets during the full-scale
invasion by the russian federation underscores the
necessity of changing approaches to the
functioning of intelligence (military) bodies
(I(M)Bs), the scope (number) of tasks assigned to
them, and optimizing their organizational and
staffing structure in accordance with these tasks.
This will enhance the capabilities of 1As and IS as
a whole. The main objectives of such changes are:
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providing consumers with intelligence information
(1), optimizing the execution of intelligence tasks,
reducing personnel losses, increasing the level of
intelligence capabilities of IAs, and achieving
continuity in performing intelligence tasks.

A critical step in enhancing the effectiveness of
IS for NGU formations is identifying the factors
that influence this support. In many cases, the
number of these factors can be substantial. For the
sake of assessing their significance, it is necessary
to group them. This issue must be addressed during
the process of developing a method for assessing
the IS capabilities of NGU formations while
performing state security tasks.

Analysis of recent research and publications.
The issue of assessing and ranking factors
influencing the functioning of military systems has
been addressed by researchers in scientific
works [2—11].

The paper [2] presents the results of ranking
factors that affect the composition of a troop
grouping during its formation for repelling
aggression, obtained using the expert evaluation
method. The proposed factors were categorized
into  groups: military-political, strategic
(operational-strategic), technical, etc. Study [3]
identified groups of factors, along with an
assessment of their significance, that influence the
composition and strength of NGU groupings
created for public safety tasks, defining them for
each specific task type (social, natural, man-
caused). The authors of the work [4] analyzed and
determined a set of factors affecting the degree of
protection of critical state facilities and ranked
them by impact. These factors were divided into
macrofactors, mesofactors, and microfactors.

Article [5] reveals the influence of various
factors that may complicate the operational
situation due to interethnic tensions in Crimea.
Work [6] identifies a set of factors that influence
the choice of model for the use of border guard
forces and resources as part of the defence forces
during the repulsion of an armed invasion, as well
as their systematisation, analysis and ranking.

According to the analysis of available sources
of information on the research problem and taking
into account personal experience, the authors of
article [7] substantiate the key factors negatively
affecting the effectiveness of operational and
service activities aimed at countering enemy
sabotage and reconnaissance groups along state
border sections with an aggravated military-
political ~ situation.  Article [8] provides

recommendations for the systematization of factors
that influence the effectiveness of intelligence
support for operational troop groupings during
operations, based on the analysis of experience
gained in the russian-ukrainian war. It also
proposes approaches to collecting intelligence
information from open sources in the interests of
providing intelligence support to troop groupings
in operations.

The study [9] investigates the most common
factors contributing to the development of
addictive behavior in biological, sociological, and
psychological contexts. It describes typical
mechanisms observed in individuals prone to
chemical forms of addiction, outlines the basic
stages of addiction formation among military
personnel, and  highlights the  negative
consequences of psychoactive substance use and its
impact on the surrounding environment.
Researchers in  [10] identify operational
environment factors that will affect the functioning
of the National Guard of Ukraine formations
during their participation in the response to a man-
made disaster at a hydraulic facility.

The author [11] analyzes admission campaigns
to higher education institutions in Ukraine and the
possible reasons for these trends, as well as
identified factors influencing candidates' choices to
pursue military education.

Most publications focus on identifying factors
relevant to military issues. However, the problem
of determining and ranking factors that influence
the intelligence support (IS) of NGU formations
has remained underexplored. These factors are
crucial for solving a wide range of intelligence
tasks during the execution of state security tasks.

The purpose of the article is to identify and
classify the factors that influence the effectiveness
of intelligence support for the formations of the
National Guard of Ukraine, based on an analysis of
the experience gained during the russian-ukrainian
war.

Summary of the main material. In a broad
sense, a factor is defined as an agent, condition,
circumstance, or variable that is presumed to
influence the effectiveness of intelligence support
for formations of the National Guard of Ukraine.
The identification of such factors is typically
accomplished through the utilisation of the expert
evaluation method.

To clarify the core concept used in this study. In
article [8], the authors define intelligence support
as a set of measures and actions for obtaining,
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processing, and delivering intelligence information
(1) to troop groupings of the Defense Forces of
Ukraine during the preparation and conduct of
military (combat) operations in fulfilling state
defense tasks.

Intelligence support for the National Guard of
Ukraine is the process of gathering, analyzing, and
disseminating  intelligence  information  to
consumers, which is carried out by specially
authorised bodies and units of the NGU, and
receiving such information from other bodies of the
Ukrainian intelligence community for the
preparation and conduct of independent and joint
operations (combat operations) during special
periods and special operations in peacetime.

Drawing on operational experience from
organizing and implementing intelligence support
(IS) for the Armed Forces of Ukraine during the
full-scale invasion by the russian federation, the
following factors influencing IS have been
identified:

— active use of electronic warfare by the enemy;

— creation by the adversary of a vast number of
fake accounts on social media platforms;

—active counterintelligence efforts by the
enemy, including the spread of disinformation;

— terrain and weather conditions;

— the density of engineered barriers established
along the line of contact;

— the adversary's possession of unmanned aerial
vehicle equipped with thermal imaging cameras
and analytical software;

— high density of the enemy's integrated
surveillance systems.

The analysis of accumulated experience enables
an expansion of the list of factors and the
identification of their interrelationships within a
changing external environment. These factors are
shaped by the content of the process itself, its
interaction with both external and internal
environments, and by the extent to which the
characteristics of these environments influence its
development and outcomes. In particular, the
changes in the external environment caused by the
war have provided the basis for identifying
additional factors, which are examined in detail in
this study to gain a deeper understanding of how
crisis conditions affect the dynamics of the process.

Using the expert evaluation method — which is
based on collecting and processing data obtained
through surveys of specialists in the relevant
field — a set of factors influencing the effectiveness
of intelligence support (IS) for NGU formations

was identified; however, the degree of their impact
was not determined.

One method enabling the selection of
significant factors is the a priori ranking method
(APR). The method is based on ranking factors in
descending order of their contribution to the final
result. The contribution is assessed by the rank
assigned to a specific factor during the ranking of
all factors, taking into account their presumed
influence on the optimization parameter [3].

The procedure for ranking factors using the
APR, as presented in [3], is as follows.

1. A survey form (questionnaire) that lists the
factors influencing the intelligence support (1S) of
NGU formations is created.

2. Experts individually evaluate the proposed
factors using ranks, which results in the factors
being arranged in descending order of their
influence on the research object.

3. The evaluation results are processed in the
following sequence:

— calculate the sum of ranks Ax of all experts m

for each factor k:
m
Ay = Z A 5

— calculate the average sum of ranks A :

K
20
A=21;
k
— calculate the deviation of each factor's rank
sum 4l from the average sum of ranks and the
squared deviation (4%)%

Ay =A —A;

— assess the degree of expert opinion
consistency using Kendall's coefficient of
concordance W:

_12*S
m?*(k*-k) '

S ZZ(Ai)Zv

where Kk is the number of factors; m is the number
of experts; S is the sum of squared deviations for
all factors [3].

The coefficient of concordance can vary from 0
to 1. If it differs significantly from zero (W=0.5),
then it's considered that there is certain consistency
among the expert opinions. Consequently, the
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obtained results can be reasonably accounted for
when identifying the most influential factors and
excluding those with an insignificant impact. The
weight of the factor indicator qxis determined by
the formula:

g = 2(k—M +1)
T kk+1)
where k is the number of factors; M is the factor's

rank [3].

To visually illustrate the level of significance,
an a priori rank diagram can also be constructed
(Figure 1). When plotting the diagram, factors are
placed on the abscissa axis in ascending order of
their rank sums, while the ordinate axis reflects the
rank sums [3].
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Figure 1 — A priori ranking diagram

The rank diagram helps identify the most
influential factors and disregard those with
insignificant impact. If the distribution of factor
influence is uniform or non-uniformly but
monotonically decreasing (Fig. 2a), it means that
all factors must be considered in the future
organization of NGU intelligence support. In the
case of a rapid exponential decrease in factor
influence (Fig. 2b), some factors can be
disregarded (excluded). For this, the expert method
determines a threshold 77, below which all factors
with an influence magnitude less than the
established threshold are not considered.
Alternatively, this threshold can divide them into
two groups: essential factors that must be used
when preparing a decision, and additional factors
whose inclusion will enhance the decision's
justification [3].
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Figure 2 — Rank diagram

The present procedure was applied with the
objective of achieving the aims of this publication.
The evaluation of the factors involved was
conducted by lecturers and researchers from the
following institutions: the National Academy of the
NGU, the Military Academy (Odesa), the National
Defense University of Ukraine, and the Kyiv
Institute of the NGU. In addition, the evaluation
involved heads and officers of the (I(M)Bs) MD
and NGU formations. The experts in gquestion
possessed approximately equal experience and
knowledge in the field under investigation.

Classification makes it possible to determine
the impact of each factor separately, thereby
eliminating the need to consider them all together.
The general principle of classification is to group
factors according to their sphere of influence [4].

This classification is based on the levels at
which the factors influencing the effectiveness of
NGU formations' IS occur:

— macrofactors — factors originating from the
national and international environment, at the state
level;
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— mesofactors — factors related to the
interaction of the NGU with its operational
environment and other structures;

— microfactors — factors that are internal to the
intelligence bodies and formations of the NGU.

According to the above classification, the
following macrofactors can be identified:

1) the geopolitical and security situation
around Ukraine (armed conflicts and escalations
between neighboring states; regional instability
including military threats and hybrid warfare);

2) regulatory and legal framework (laws
defining powers and limitations, and the
determination of the NGU legal status as an
intelligence entity, which influences operational
methods);

3) national economic conditions and resource
allocation among Ukraine's security and defense
forces (the overall funding of the security sector
directly impacts the resources available for the
NGU development;

4) technological development and availability
of technology (national capacity and access to
imports affect the technical equipment of
intelligence agencies);

5) international cooperation and partnership
(access to information, training, and technology
from partners);

6) national information environment and
societal factors (disinformation, trust in the NGU,
polarization affect OSINT, HUMINT and work
during mass events);

7) political stability in the country (influences
decision-making processes and the effectiveness of
strategic planning);

8) social tension and internal security (level of
protest movements, separatism, radicalism);

9) information and psychological operations
(IPO) of the enemy (influence on decision-making
of external partners and morale of our citizens);

10) demographic situation (human resources
for analytical and technical work).

Mesofactors include:

1) establishing coordination and information
exchange among the Security and Defense Forces
of Ukraine (SDFU), including the degree of
coordination with the Armed Forces of Ukraine
(AFU), Security Service of Ukraine (SSU),
National Police of Ukraine (NPU), State Border
Guard Service (SBGS), Main Directorate of
Intelligence of the Ministry of Defense of Ukraine
(MID), and others, which determines the number of

sources providing information and affects its
completeness and relevance;

2) structure of management and tasking process
[structure and composition of the J2 (G2) and
correctness of tasking from the highest IMB, corps
command to units];

3) experience of the command staff of
intelligence  reconnaissance units, including
professional experience (both positive and
negative) in various positions at different levels
that are directly related to intelligence or command,
as well as the competence and leadership qualities
of intelligence reconnaissance commanders;

4) resource allocation within the NGU structure
(priority of intelligence funding compared to other
NGU needs);

5) use of OSINT (active use of open sources
and information from citizens, which influences
the possibility of obtaining intelligence and the
effectiveness of intelligence activities);

6) availability and use of information-analytical
software, means for real-time data processing [the
ability of the system to process and analyze large
data streams without delays and to predict the
development of events using software, artificial
intelligence (Al) for prompt decision-making];

7) needs and requirements of consumers
regarding the volume, content and quality of II
[needs and requirements of commanders
(commanders) to the required quality of II, its
volume and content, level of detail of information
about intelligence objects];

8) types of enemy combat activity and
counterintelligence operations (intensity of the
enemy's combat actions and efforts to disrupt NGU
intelligence activities);

9) use of situational awareness systems with
continuous information exchange with adjacent
security and defense structures (SDS);

10) availability of reserves.

Microfactors include:

1) selection, training and specialization of the
IA  personnel (preparedness of personnel,
interchangeability, professional development);

2) experience in processing and delivering
intelligence to consumers (ability to process,
analyze, verify, and prepare intelligence materials,
data, and reports);

3) logistical and technical support, availability
and condition of intelligence equipment (provision
of essential equipment and its readiness);

4) organizational and staffing structure of the
IA (optimization of the 1A structure that meets
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current requirements and methods of conducting
intelligence);

5) moral and psychological state, motivation
(impact on the effectiveness);

6) staff turnover (constant movement of
personnel from one unit to another, or between
positions within a unit, due to organizational and
staffing changes);

7) operational  security  (OPSEC) and
counterintelligence  measures  (protection of
sources, methods, information from leakage and
penetration by the enemy; reliability and security
of communications for the transmission of 11, data
and reports);

8) adaptability and ability to respond quickly to
changes (the ability to respond promptly to changes
in the situation, the enemy's methods and the
conduct of hostilities, the accumulation of
experience, and the introduction of innovative
technologies);

9) availability of time for preparation and
conduct of intelligence operations (the availability
of time determines the deliberateness of decisions,
the detail of planning and the effectiveness of the
distribution of IA by tasks, and the availability of a
reserve);

10) reception of reinforcements lacking the
necessary military occupational specialties (MOS):
This refers to the failure to obtain reserved
personnel who possessed relevant MOS during
prior service (e.g., intelligence scout, BMP
mechanic-driver, BTR driver, gunner, BRM-1K
mechanic-driver, radar operator).

The next stage of the study involves ranking
the factors to assess their significance, using the
Excel environment and the sequence outlined in
this article. The results of ranking macrofactors
(Figure 3), mesofactors (Figure 4), and
microfactors (Figure 5) are presented using a priori
rank diagrams.
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Figure 3 — Results of macrofactor ranking

The application of scientific methods for the
purpose of factor ranking has demonstrated that the
macro factors exhibiting the greatest significance
are as follows: 9 — enemy IPOs; 3 — national
economic conditions and resource allocation;
4 — technological development and availability of

technology. Conversely, the least significant
factors among those listed are: 6 — national
information environment and societal factors;
7 — political stability in the country;
10 — demographic situation.
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Figure 4 — Results of mesofactor ranking
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Figure 5 — Results of microfactor ranking

The mesofactors with the greatest significance
are: 9 — use of situational awareness systems with
information exchange; 10 — availability of a
reserve; 6 — availability and use of information-
analytical support. The least significant among
those listed are: 2 — management structure and the
tasking process; 5 — use of OSINT.

The microfactors with the highest significance
are: 1 — selection, training, and specialization of
intelligence personnel; 2 — experience in
processing and delivering intelligence information
to the consumer; 3 — material and technical support
of intelligence bodies. The factors with the least

significance are: 6 — staff turnover; 8 — adaptability
and ability to react quickly to changes.

Utilizing the experience gained in organizing
and implementing intelligence support and
applying the expert assessment method, the
subjects and objects of influence, along with the
magnitude of influence of each factor on the IS of
NGU formations, were determined (Table 1). The
level of influence (low — from 0 to 0.33; medium —
from 0.34 to 0.66; high — from 0.67 to 1) for the
factors was established using the weighted sum of
expert evaluations. The weight of the experts was
determined by their experience in the field of IS.

Table 1 — Level of influence on intelligence support of the National Guard of Ukraine

= Level of
a Factor Subject of influence Object of Influence influence on
- NGU IS
International situation around Foreign states, international Situational awareness, High
Ukraine organizations planning of NGU actions (0.9)
Requlatory and leaal framework Legislative and executive NGU powers, methods, and High
g y g bodies of Ukraine scope of tasks (0.8)
National economic conditions | Cabinet of Ministers, Ministry | Material and technical support Medium
and resource allocation of Finance, NSDC for NGU intelligence (0,6)
Technological development and | Government, IT companies, Tech_nlc;all_ capabllétlgs T High
[ availability of technologies partners intelligence (SIGINT, (0,75)
3 GEOINT, etc.) '
o
S International cooperation and NATO, EU, USA, other Access to technologies, Medium
= partnership partners information, training (0,65)
National information Public. media. social networks Work with OSINT, HUMINT, Medium
environment and societal factors ' ' operational situation (0,55)
Political stability in the country | Authorities, political elites Quality O.f governance, Medium
strategic planning (0,5)
Social tension and internal Population, radical groups, Scope and priority of Medium
security provocateurs intelligence tasks (0,58)
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Continuation of Table 1

© Level of
2 Factor Subject of influence Object of Influence influence on
| NGU IS
— Enemy information and . Moral and psychological state, High
[ . - Russia, enemy structures ? .
3 psychological operations errors in analysis 0.7)
o
e TR . Availability of personnel for Medium
s Demographic situation Government, society analytical and technical work (0.45)
Establishing coordination and
information sharing among the | AFU, SSU, NPU, SBGS, DIU, | Scope, accuracy, completeness High
Security and Defense Forces of headquarters of intelligence information (0.85)
Ukraine
Structure of management and NGU Command, AFU Clarity of tasks, coordination High
tasking process General Staff, J2/G2 of intelligence activities (0.8)
Experience of intelligence Intelligence chiefs, unit Quality of management, High
professionalism of
command staff commanders . . (075)
intelligence
Resource allocation within the NGU Command,_Mlnlstry of Technical equipment, human Medium
Defense of Ukraine (MoD),
NGU structure resources (0.6)
NSDC
— . Expansion of data sources Medium
[«5) ’
2 Use of OSINT Analysts, operators, public situational awareness (0.55)
% Auvailability and f
S vailability and use o . . .
information and analytical Technical units, IT Speed and accuracy of data High
contractors, analysts processing (078)
support
o1|‘\li$18tgfl iar;iégqilri:‘roermrtlitcs)n Commanders, operational Content, depth, timeliness of Medium
9 headquarters, NGU leadership information (0.65)
consumers
Types c_)f enemy c_omba}t activity | Enemy (rf, sabotage  and Methods and risks of NGU High
and its counterintelligence reconnaissance group, IPO), o .
- . . intelligence operations (0.82)
activities enemy intelligence
Use of S|tua_t|or1al awareness NGU, AFU, SSU, information Real-time picture of the High
systems with information . .
centers operational environment (0.77)
exchange
A NGU command, personnel Ability to sustain continuous Medium
Availability of reserves - . . .
services intelligence operations (0.58)
s e?:ieallleizgi)ightginr:'?egil?ngnce Training institutions (centers), | Competence, professionalism, High
P g NGU Command and readiness of personnel (0.85)
personnel
Experience in processing and Analytical units, intelligence Accuracy, effectlvene_ss_ High
delivering intelligence of processing and transmission
. i command . . (0.8)
information to the consumer of intelligence data
Material and technical support NGU command, MoD Capability to accomplish tasks High
S of intelligence agencies Ukraine, supply structures using modern equipment (0.75)
2 Organizational and staffing General Staff, Main Ootimal structure. conformit Medium
S structure of intelligence Directorate of the NGU, NGU P L y
= . to combat conditions (0.6)
= agencies Command
Moral and psychological state, | Unit commanders, personnel | Resistance to stress, morale, Medium
motivation services, military environment performance (0.58)
Personnel services, NGU Team stability, retention Medium
Staff turnover - .
command of experience, work efficiency (0.5)
Operational security (OPSEC) . . Protection of sources  and .
. . Security services, command, . . High
and counterintelligence e . methods, secure information
communications units i (0.82)
measures transmission
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End of Table 1
© Level of
2 Factor Subject of influence Object of Influence influence on
| NGU IS
Adaptability and ability Intelligence commanders, Flexibility, innovation, High
to respond to changes analysts, IT units decision-making effectiveness (0.78)
© Availability of time for . .
>
2 intelligence preparation Commanders, staff officers Reasonableness of plannlng, Medium
S X accuracy of actions (0.6)
S and execution
= Receipt of reserves lacking Per§|9nn_e I a_gelzné:les, reservists, Personnel quality, unit Medium
the necessary MOS erritorial Recruitment functionality (0.52)
Centers (TCCs)

Taking into account the experience of
intelligence organization and support, 20 of the
most influential factors were consolidated and
ranked using Excel software and the APR method.
These factors included:

— international situation around Ukraine;

— regulatory framework;

— national economic conditions and resource
allocation;

— technological development and availability of
technology;

— international cooperation and partnership;

—enemy information and psychological
operations;

— establishing interaction and information
exchange among the Security and Defense Forces
of Ukraine;

— availability of reserves;

— experience of the command staff, the I(M)Bs
and intelligence agencies;

— resource allocation within the NGU structure;

— availability and use of information and
analytical support;

—needs and requirements of intelligence
information consumers;

—types of enemy combat activity and its
counterintelligence activities;

—use of situational awareness systems with
information exchange;

— selection, training and specialisation of
intelligence personnel;

— experience in processing and delivering
intelligence information to the consumer;

— material and technical support of intelligence
agencies;

— organizational and staffing structure of
intelligence agencies;

— operational  security
counterintelligence measures;

— availability of time for intelligence
preparation and execution.

The APR method results of the most influential
factors (based on expert evaluation) (Figure 6) and
the determination of weight coefficients ( Table 2)
are presented below.

(OPSEC) and
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Figure 6 — Results of the ranking of the most influential factors
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Table 2 — Results of Ranking the Most Influential Factors

support of the formations of the National Guard of Ukraine

Factor

Conditional

expert identifiers

1 n

8

Sum of
ranks

Average
rank sum

Rank sum
deviation

Squared
deviation

Rank

Indicator
weight

Coeffi-

cient of

concor-
dance

Ranking

evaluations akm

Ax

A'k

(Ak)

Ok

w

1

2 3

5

7

8

10

11

1. International
situation around
Ukraine

13 | 13

13

108

84

24

576

0.06

2. Regulatory
framework

18

84

4356

19

0.01

3. National
economic
conditions and
resource allocation

56

84

784

13

0.04

4. Technological
development and
availability of
technology

20 | 20

20

156

84

72

5184

0.1

5. International
cooperation and
partnership

16 | 16

16

122

84

38

1444

0.08

6. Enemy
information and
psychological
operations

14 15

14

109

84

25

625

0.07

7. Establishing
interaction and
information
exchange among the
Security and
Defense Forces of
Ukraine

17 18

17

132

84

48

2304

0.08

8. Availability of
reserves

19 17

18

142

84

58

3364

0.09

9. Experience of
the command staff,
the I(M)Bs and
intelligence agencies

12 9

12

105

84

21

441

0.06

10. Resource
allocation within
the NGU structure

50

84

1156

15

0.03

11. Availability
and use of
information and
analytical support

11 11

11

89

84

25

10

0.05

12. Needs and
requirements
of intelligence
information
consumers

25

84

3481

18

0.02
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End of Table 2

1 2 3 4 5

13. Types of enemy
combat activity and its
counterintelligence
activities

84

961 14 0.03

14. Use of situational
awareness systems with | 4 5 4 27
information exchange

84

3249 17 0.02

15. Selection, training
and specialisation of 15| 14 |15
intelligence personnel

121

84

37 1369 6 0.07

16. Experience in
processing and
delivering intelligence 5 6 5 45
information to the
consumer

84

1521 16 0.02

17. Material and
technical support of 9] 10 | 9 82
intelligence agencies

84

0.05

18. Organizational and
staffing structure of 1 1 1 16
intelligence agencies

84

4624 20 0.01

19. Operational
security (OPSEC) and
counterintelligence
measures

10| 12 |10 81

84

0.04

20. Availability of
time for intelligence
preparation and
execution

18| 19 |19 143

84

59 3481 2 0.09

Total 210| 210 (210 1680

38958 210 1 0.9

The ranking of these factors (Figure 6) revealed
that the most significant are: 4 — technological
development and availability of technology;
20 — availability of time for intelligence
preparation and execution; 8 — availability of a
reserve. The least significant are:
18 — organizational and staffing structure of
intelligence agencies; 2 — regulatory and legal
framework; 12 — needs and requirements of
intelligence information consumers.

Taking into account the above, IS can be
characterized as a complex, weakly structured
system that reflects the number, interaction, and
interconnections of heterogeneous factors. The
large number of IS factors and their interrelations
create a significant volume of information, which
makes it difficult for a human to fully process and
make rational, informed decisions. To assist
qualified analysts, various software tools have been
introduced to reduce the time required for
processing II, minimize the likelihood of

duplication, and avoid redundant data transmission
("spamming™).

Advanced countries such as China, the United
Kingdom, and the United States are actively
advancing the implementation of artificial
intelligence (Al). Ukraine — and particularly the
National Guard of Ukraine (NGU), as a component
of the Security and Defence Forces — must not
remain on the sidelines. For the further
development of intelligence support within the
NGU, the following definition of Al is proposed.
Artificial intelligence in the intelligence support of
the formations of the National Guard of Ukraine is
defined as a set of intelligent digital technologies
capable of automatically processing large volumes
of information, detecting threats, forecasting the
development of the operational environment, and
making  decisions  with  minimal human
intervention. These systems operate continuously,
possess self-learning capabilities, and improve
during task execution, ensuring high adaptability to
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changes in the combat environment. In the context
of hybrid warfare, the implementation of Al in
NGU intelligence units significantly enhances the
effectiveness of collecting, processing, and
utilizing intelligence information.

Conclusions

This study identified three groups of factors
affecting the intelligence support of the National
Guard of Ukraine and evaluated their significance
using the a priori ranking method. A systematic
approach was proposed for distinguishing the most
influential factors.

The conducted analysis and ranking indicate
that mesolevel factors exert the greatest influence
on the intelligence support of the National Guard
of Ukraine units. The most significant among them
are technological development and accessibility,
the availability of time for intelligence preparation
and execution, the presence of reserves, and the use
of situational awareness systems with information
exchange.

Considering the specific features of the
National Guard of Ukraine, a proposed definition
of NGU intelligence support definition of artificial
intelligence (Al) in NGU intelligence support has
been developed. Based on the experience of
employing intelligence forces and assets during the
full-scale armed aggression, as well as on the
practices of leading countries, a definition of
artificial intelligence in the intelligence support of
the National Guard of Ukraine formations is
presented, aimed at further developing NGU
intelligence support.

The results of this study can be used by officers
of military intelligence management bodies of the
National Guard of Ukraine in organizing
intelligence support for National Guard of Ukraine
formations.

The direction of further research is the
development of a model for the intelligence
support system of the National Guard of Ukraine.
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PE3YJIbTATH PAHXKUPYBAHHS ®AKTOPIB, IO BIIMBAIOTH HA PO3BIYBAJIBHE
3ABE3IIEYEHHSA ®OPMYBAHBb HAIIIOHAJIBHOI I'BAP/III YKPAIHU

IIposedeno cucmemamu3sygans hakmopis, wo enauealoms Ha po36ioysaivHe 3abe3neuents Qopmyeans
Hayionanvroi 26apdii’ Yrpainu il 83aemodito 6 mescax Cun oboponu ma besnexu Yxpainu, a maxoic CyyacHi
meHOeHyii' y cghepi 8nposadxicents iHpopmayiinux mexnonoeii. 3anponoHoeano mpupieresy Kiacugixkayiio
Gaxmopis: maxpogaxmopu, mezopaxmopu ma mikpogaxkmopu. o KodicHoi 2pynu 6ioHeceHO nepenik
BNAUBOBUX (DAKMOPIB, AKi BUBHAUEHO 34 0ONOMO20I0 MEMOOY eKCHEPMHUX OYIHOK, BCIAHOBNIEHO Micye cepeo
HUX 3 BUKOPUCIAHHAM MEmMOoOy anpiopHoz2o pamdicupysanus. Memooom 368adcenoi cymu OyiHoK excnepmis
susHauero enaug 30 gpakmopie na po3gioysanvHe 3abe3neuenns Gopmysanv Hayionanvroi 26apdii Yrpainu.
Ha ocnosi excnepmmuoeo oyinioganus 6yino euoineno 20 Hauznauywiux paxmopie, cepeo aKux Haueuwy 6azy
OMpUMAnU: MEeXHONOLIYHUL PO3BUMOK [ OOCMYNHICMb MEXHON02IN, HAABHICMb 4acCy HA Ni020MOGKY 00
6e0eHHs1 pO36IOKU Ma HAAGHICMb pe3epsy. Hatimenue 3nauenus Maioms 0peaHizayiiHo-umamua cmpykmypa
0p2aHi6 po36ioKuU, HOPMAMUBHO-NPABOBA OA3A MA NOMPEOU CNONCUBAYIE PO36i0Y8ANbHOI THPOpMayil.

3asnaueno, wo possioysanvhe 3abe3neuennsn gopmyseanv Hayionanvnoi eeapoii Yxpainu @ynxyionye sax
CKIAOHA C1A60 CIMPYKMYPOBAHA CUCMEMA, 8 SKill TI0O0CbKULL pecypc 0bMedceHull y 30amHuocmi 0opobasimu
6enuKi 00cseU 0aHUX OISl NPULHAMMSA ONEPamueHUX piuieHsv. Y 36’s13Ky 3 yum 0OTpYHMOBano OOYiNbHICMb
VYIPOBAOICEHHS WMYUHO20 THMENEKM) Y PO36i0Y68ANbHY OisIbHICHb.

3anpononosaro susnauens po3gioyeanvrozo 3abesneuenns Hayionanvnoi e6apoii Yipainu ma wmyunoco
iHmenekmy y KOHmMeKcmi po36ioysanvHoco 3abesnevenns Hayionanvnoi eeaplii Ykpainu sax Komniexcy
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IHMENeKMYANbHUX YUDPOBUX TMEeXHON02IU, 30aMHUX 00 A8MOMAMUYHO20 AHANIZY OAHUX, GUAGTEHHS 3A2PO3 1
NPOSHO3Y8AHHA OOCMAHOBKU 3 MIHIMATLHUM 6HAUBOM JIOOCbK020 (pakmopa. Pesynemamu 0ocniodicenns
MOACYMb OYMU BUKOPUCIAHT NOCAO0BUMU 0CODAMU OP2aHie (BICbK0OB020) YNPABNIHHA PO36IOKOK Nid Hac
NIAHYBAHHS A OPeaHi3ayii po36i0y8aIbHO20 3a0e3NeUenHs.

Hooanvuwum  HanpsamMomM  HAYKOGUX  NOWLYKIE  3ANPONOHOBAHO  PO3POONEHHST MoOeni  cucmemu
po38idysanvHoco 3abesneuenns Hayionanvnoi 26apoii Yxpainu.

Knwuoei cnosa: possioysanvhe 3a06e3neueHHsl, PAHICUPYBAHH (DAKMOPIE, Memood eKCnepmHo2o
OYIHIOBAHHS, MEMOO aNpPiOPHO2O PAMICUPYBANHS, MAKPODAKmopu, me3opaxmopu, Mikpopaxmopu,
cumyayitiHa 00I3HAHICMb, WMYYHULL THMELeKm, 6NIUG.
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