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ORGANIZATION OF COMPREHENSIVE SECURITY MEASURES
FOR CRITICAL INFRASTRUCTURE FACILITIES BY THE SECURITY
AND DEFENSE FORCES OF UKRAINE

Key approaches to camouflage and equipping important state facilities and critical infrastructure facilities
under martial law with engineering and engineering means are considered, taking into account the experience
of their use by units of the Security and Defense Forces of Ukraine to ensure state security. Particular attention
is paid to the principles of integration of natural and artificial elements of camouflage with engineering and
technical means of protection, as well as the organization of security, taking into account the conduct of
reconnaissance by the enemy in various ways and means to identify the locations of important state facilities
and critical infrastructure facilities. Within the framework of the study, the problems of interaction between
various components of the Security and Defense Forces of Ukraine in the process of protecting important state
facilities and critical infrastructure facilities are highlighted.

Keywords: camouflage, engineering means, engineering and technical means, critical infrastructure
facilities, important state facilities, security system.

Statement of the problem. In modern engineering, engineering and technical and special
conditions, the enemy widely uses a number of protection. The complex of these measures should
types of reconnaissance in order to identify ensure the implementation of tasks to prevent
important state facilities (CSF) and critical unauthorized entry, terrorist attacks, leakage of
infrastructure facilities (CIF), as well as to confidential information, as well as guarantee the
determine ways to destroy them. Types of technical reliability of the facility's equipment and
intelligence are closely interrelated and mutually professional training of personnel. However, the
complementary, providing a comprehensive effectiveness of this system depends on the level of
picture for decision-making in various fields of coherence and integration of all components into a
activity. single security system.

The existing system for ensuring the security of For the effective functioning of the security
CSF and CIF often demonstrates fragmentation, system of CSF and CIF, it is necessary to
insufficient coordination of actions, lack of comprehensively use engineering and technical
uniform standards for planning and responding to means of protection (ETMP) with engineering
threats. This reduces the overall effectiveness of measures to strengthen the security of facilities, as
preventing, detecting and neutralizing threats at the well as to carry out additional measures to maintain
early stages of their implementation. Therefore, camouflage discipline. Such means include video
there is a need to form and implement a holistic set surveillance and access control systems, various
of measures aimed at ensuring the sustainable security alarm systems, observation posts
functioning of the CIF and CSF, first of all, it is the (positions), shelters for personnel, equipment of
use of modern engineering and ETMP, physical barriers and camouflage. It is important to
protection, camouflage, as well as coordination of understand that their effectiveness is achieved only
actions between units of the Security and Defense if all elements of the system interact as a single
Forces of Ukraine. complex. Ignoring individual components, in

In this regard, it is of particular importance to particular camouflage ones, or vice versa, reducing
improve the set of measures of the facility security the level of engineering equipment under the
system for the organization of physical, pretext of increasing stealth leads to a weakening
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of the overall security of the object. Therefore, the
technical equipment and material support of
security measures should be based on a systematic
approach that takes into account both the
requirements for physical security and the need to
minimize unmasking signs in the conditions of
modern hybrid warfare.

Ensuring the security of the CSF and CIF
requires an integrated approach and coordinated
interaction between all components of the security
and defense sector of Ukraine.

Therefore, there is a need to improve
approaches to the choice of location, camouflage,
engineering equipment of ETMP, adapted to the
realities of today, using the experience gained
during the ongoing Russian-Ukrainian war. Such
approaches will ensure the selection of a number of
expedient components of the security system of
CSF and CIF, taking into account their features.

Analysis of recent research and publications.
A review of scientific publications on the
organization of a set of measures for the security of
important state facilities and critical infrastructure
facilities, in particular in Ukraine, is carried out.
The authors of the work [1] prove that the main
reasons that negatively affect the reliability of civil
protection of CIF are the following:
incompleteness of initial data for the development
of a technical solution; incomplete substantiation
of the descriptions of the technical solution and in
in some cases — non-compliance of regulatory
documents with the conditions of construction of
the CIF, in particular with the conditions of the
special period. The article [2] provides scientific
research on the reasons that negatively affect the
reliability of the protection of the CIF under martial
law and the direct impact of hostilities, as well as
the shortcomings that arise during the development
of documentation on engineering and technical
means for the protection of the CIF. The scientific
work [3] highlights the distribution of elements of
the CIF of the energy industry for engineering
protection by priority, proposes three types of
engineering protection of these objects and
considers organizational and technical aspects of
building a system for ensuring the safety of objects.
The author of the article [4] proposed
methodological approaches to determining the
priority of CIF protection and directions for further
development of the CIF protection system in
Ukraine. In the article [5] the level of cybersecurity
of the unit of the Ministry of Defense of Ukraine
was determined, on the basis of the results

obtained, practical recommendations were formed
to ensure cyber security to the required level, and a
methodology for assessing the security of the
cyberspace of the CIF was proposed.

These publications highlight a number of
shortcomings in the justification of technical
solutions for the construction of CIF in accordance
with martial law, in the development of
documentation for CIF and their priority; directions
for further development of CIF are indicated and
recommendations for ensuring cyber security are
developed.However, in the current governing
documents and considered works [1-5], there is a
lack of attention to the organization and
implementation of a set of measures to ensure the
security of the CSF and CIF by units and
subdivisions of the Security and Defense Forces of
Ukraine.

The purpose of the article is analyzing modern
approaches to the organization of a full range of
measures to ensure the security of critical
infrastructure facilities, in particular on
engineering equipment, the use of engineering and
technical means of protection and camouflage of
critical infrastructure facilities in Ukraine, taking
into account the experience of performing similar
tasks by units of the Security and Defense Forces
of Ukraine, as well as outlining the directions for
improving the security system of the facility with
the use of the latest technologies and means.

Summary of the main material. The problem
of masking objects goes beyond minimizing the
unmasking features of prohibited areas, so its
solution is not only the prerogative of units of the
Security and Defense Forces of Ukraine. This
problem covers a wide range of issues, such as:
protection from possible enemy threats, obtaining
reliable data by the enemy about the ownership of
the object, its purpose and nature of activity,
minimizing the unmasking signs of its production
cycle in the security system. preservation of the
status of the object as such that is not a priority for
foreign intelligence agencies. The tasks of
camouflage of objects are solved by the competent
authorities of the Security and Defense Forces of
Ukraine.

The purpose of masking CSF and CIF is to
mislead a potential enemy regarding the location of
objects with their complete concealment or
concealment of their characteristics and activities.
Complete concealment of an object means
depriving enemy reconnaissance of the ability to
detect its location, location and purpose. At the
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same time, it is necessary to take into account a
number of unmasking features, as well as the
possibility of using many types of enemy
reconnaissance means, in particular: optical, radar,
radio and radio engineering, pyrometric, infrared,
acoustic, radiation, etc. It is also necessary to take
into account the capabilities of the enemy's
intelligence agents.

That is why a rather dubious approach to the
decision to mask existing facilities by removing
(eliminating) prohibited zones or at least their main
elements is proposed. Given that many of these
objects have already been recorded by the enemy's
intelligence agencies, they rather need to
strengthen the existing prohibited areas with the
newest, more reliable technical means of
protection. At the same time, it is necessary to
improve the tactics of the Security and Defense
Forces of Ukraine regarding the protection and
defense of important facilities.

The conclusion that the objects that are taken
under protection need to be masked in prohibited
areas seems to be controversial if this problem is
considered from the point of view of masking the
object as a whole [6, 7]. If, according to the
characteristic features of certain structures of the
object to be taken under protection, the nature of its
activities is almost completely revealed, then it is
not advisable to reduce the reliability of its
protection during the development of the project of
this object by refusing to build a modern complex
of ETMP in its prohibited zone.

For example, individual objects are determined
by the nature of structures: test benches, pipelines,
lightning rods, railway communications,
embankment, power lines, large transformer
substations, reservoirs, etc. Therefore, at such
facilities, the presence of prohibited zones, as well
as equipment with the ETMP complex, adds little
to the disclosure of their purpose, nature and
production. In addition to the above, there are a
number of facilities, the destruction of which will
harm the country's economy or there is a risk of
creating a radioactive contamination zone (RCZ).
One of the likely options for causing damage by the
enemy is the use of special units, so it is necessary
to take measures in advance to timely detect and
neutralize sabotage groups, which is primarily
associated with the strengthening of prohibited
areas with engineering barriers and technical
means of detection, including to the detriment of
camouflage.

Certain elements of engineering and ETMP
[8, 9] prohibited zones (control strip, security
lighting, roads along which security forces and
means move, engineering barriers and obstacles,
lines of signal systems and means of detection,
etc.), servicemen serving in the uniform of the
Security and Defense Forces of Ukraine are also
unmasking signs. However, it is not always
advisable not only to completely abandon them in
order to camouflage the protected object, but even
to reduce their number and composition. The
rejection of some elements of the ETMP reduces
the reliability of the protection of the object, while
focusing on the primitive equipment of the
prohibited zones in case of preserving the
unmasking features of the object and personnel will
not increase the camouflage of the object [10].

Engineering and technical means of protection
created by the purposeful work of specialized
enterprises and state institutions responsible for the
security of objects in recent years, taking into
account practical experience, are an important
component of the reliability of protection of
objects. The applied ETMP provide [8]: the
complexity of visual observation of the specifics of
work, structures, etc., on the territory of objects;
timely notification of the guards about overcoming
the guard line and determining the direction of the
violator's actions; restraining the actions of
violators during overcoming prohibited zones and
moving them in the direction of protected objects
(restricted premises); identification of violators and
determination of the intention of their actions;
creating conditions for successful tactical actions
of the Security and Defense Forces of Ukraine.

To reduce the unmasking factors of the ETMP
in the prohibited zone as an important component
of the facility security system, a number of factors
must be taken into account in a strictly
differentiated, non-standard manner, in particular:
reliability of the facility's security [11]; purpose of
the object and possible threats to its security;
requirements for the protection and security of the
object depending on the type of possible threats and
risks [12]; the presence of unmasking features in
the object; the cost of the ETMP complex and the
maintenance of security in general; approaches to
the problem of masking objects are proposed [13].

According to the status of the object, the article
proposes the following classification of objects:
1) with restriction of admission; 2) with enhanced
control; 3) with comprehensive security.
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1. An object that is guarded (taken under
protection) has no other unmasking features that
reveal its purpose, except for those that are inherent
in its security system (with restriction of
admission). In this case, it is necessary to refuse to
organize the protection of the object using the
prohibited zone, equipping it only with the main
barrier; in the restricted premises of the facility, the
security service shall be supported by units in
civilian clothes. The protection of the object should
be carried out in the following way: security
buildings, workshops, premises should be
equipped with two or three lines of the ETMP,
video surveillance and engineering means; to guard
guards at checkpoints (checkpoints) without them
carrying out patrols and other actions that may lead
to unmasking of objects, and during non-working
hours — by the method of operational duty;
Surveillance of the territory should be carried out
secretly by the forces of the units involved in the
protection and defense of the object and the unit of
the object's regime.

2. Against the background of other unmasking
signs that reveal the nature of the object, the
features characteristic of the object security system
along the perimeter significantly prevails, their
reduction (with increased control) is required. At
the same time, it is necessary to increase the
reliability of the protection of buildings, workshops
and premises on the territory of the object by
increasing the number of personnel of the unit
guarding the object, or by involving other
personnel in the protection and defense of the
object. units of the Security and Defense Forces of
Ukraine. At the same time, the prohibited zone
should be equipped with a limited number of
ETMP with means that will primarily detect the
facts of penetration of the intruder, in certain
directions with the installation of engineering
barriers and obstacles in compliance with the
camouflage regime. It is proposed to organize the
security of the object as follows: security buildings,
workshops and premises should be equipped with
two or three lines of the security guards, video
surveillance systems and other engineering means.
Security at the checkpoint should be provided by
guards without involving them in patrolling or
other actions that can reveal the location of the
object. During non-working hours, security should
be carried out by operational duty. Control over the
territory is provided secretly units involved in the
protection and defense of the facility, as well as
special regime units of the facility. As a result of

the use of automated access systems for employees
(transport) at the facilities, large human resources
are released, which were previously involved in the
passage of employees and transport during service
at the checkpoint.

3. Objects where the security system does not
significantly affect the disclosure of the nature and
purpose of the object and where it is not advisable
to reduce the unmasking features of the security
system must be equipped with a certain complex of
security protection systems (with complex
security). Security at these facilities can be carried
out by such methods or a combination of them [11]
as: service by guards at the checkpoint, certain
areas of the perimeter of the object and/or its
security premises, response by guards to illegal
encroachments against the object, as well as to
violations of access or intra-facility regimes;
operational duty of the guard, i.e. ensuring the
detection of people or objects by the personnel of
the guard along the perimeter of the object and/or
in its security premises using detection and video
surveillance means. Therefore, the conditional
classification of objects by methods of protection,
the degree of equipment of their ETMP and by the
number of posts and personnel involved in the
protection and defense of objects is determined by
the order [11].

Since the masking of the elements of the
security system is closely related to the reliability
of the protection of the object and depends
primarily on the regime of the object as a whole or
on its individual subdivisions, the definition of the
system for ensuring the security of the object
should be approached from the position of the
initial classification of objects proposed in the
article.

Let us present the identified elements of the
ETMP according to the degree of minimization of
their unmasking factors.

1. Control and trace strips (CTS). They have the
most pronounced unmasking character, since the
surface is specially prepared and formed, therefore
they need to be replaced with natural CTS. Natural
CTS merges with the background of the
environment, there are no unmasking signs of
artificial CTS, and if lawns are arranged on the
territory of the facility, then the CTS will be a
natural continuation of these lawns and will ensure
the detection of traces of penetration of violators, if
any. It is also possible to completely abandon the
CTS if the prohibited area is provided with reliable
signaling means that make it possible to determine
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the direction of penetration of violators and the
means of their identification using photo, video
equipment and artificial intelligence (Al).

2. Lighting system in the prohibited zone as the
next most important element in unmasking. It
needs modernization and maximum approximation
to the environment in terms of external signs. It is
advisable first of all to abandon floodlight lighting,
as well as all options for security lighting systems
combined with detection means. The illumination
of the prohibited zone should not exceed the
illumination of other territories, objects located
nearby, so that it is impossible (difficult) to identify
the perimeter of the object by their configuration.
To monitor the state of the CTS and other elements
of the prohibited zone, it is necessary to use night
vision, video surveillance, and Al.

3. Routes of movement of guards, and in some
cases — paths of squads, especially permanent ones,
having artificial turf and located in the prohibited
zone. They need to be minimized or abandoned
altogether. The solution of the issue is the
maximum use of intra-facility roads, and in some
cases their special (secretive) construction,
primarily in remote and vulnerable places located
directly close to the prohibited zone. This issue
must be resolved at the stage of developing acts of
the interdepartmental commission and the draft of
the ETMP.

4. Engineering  structures,  barriers  and
obstacles, which, when traditionally located in
prohibited areas, are an essential unmasking
element of the security system. The refusal to use
wire fences, in particular as the main fence and the
fence of the prohibited zone, emphasizes civil
affiliation, since ordinary state facilities for the
most part do not have such fences, the most
common version of the main fence is made of
reinforced concrete structures. At this time, there
are many more modern options, such as decorative
fences made of composites, electronic or sensory
perimeters, etc. As an internal fence of the
prohibited zone, you can use "hedges", which, if
properly located and cared for, can serve as an
obstacle, while being a natural continuation of
green spaces in the form of ornamental shrubs on
the territory of the object. In remote and vulnerable
areas, it is recommended to use engineering
obstacles, namely: inconspicuous wire
interference, wire mesh on low stakes, wire
garlands and spirals, etc. The above engineering
obstacles are located on the surface of the earth and
masked with the help of special means, vegetation

cover with properties for local objects. To solve
this problem, it is necessary to effectively use
mobile complexes of technical means of
protection, as well as reconnaissance location
complexes.

5. Detection means and signal-barrier systems
in prohibited areas of objects with enhanced
control. It is extremely necessary to revise the
tactics of using detection means and signal-
blocking systems, excluding means with a large
and poorly masked linear part of signal-blocking
systems [8].

Since the main barrier for violators at the
facilities is the main fence, the signal line must pass
through it, and the sensitivity zone of the detection
tool is located in such a way as to fix the intruder
in the process of overcoming the main fence. It is
also recommended to use two alarm lines. The first
line is along the top of the main fence, and the
second is in the ground version or underground. At
the same time, in addition to reliably determining
the direction of movement of the violator, it is
possible to fix a digging under the main fence.

In view of the above, we will form the following
proposals.

1. Masking of objects guarded by units of the
National Guard of Ukraine and other military
formations is an important task, and it must be
carried out taking into account the specifics of the
object and compliance with the requirements for
ensuring the reliability of their protection. To
accomplish this task, scientific approaches and
practical application are required in accordance
with experience and scientific progress.

2. Solving the problem of masking objects, and
first of all their security systems, requires
reviewing the equipment of the protected objects
used during the protection of the prohibited zone of
the protected object.

3. It is necessary to fundamentally revise the
known approaches to engineering and technical
support of security in order to achieve a qualitative
improvement of the system of protection of objects,
which ensures its reliability in combination with
other important factors, in particular, a high level
of masking of the object. The lack of a centralized
structure in Ukraine responsible for the
development of technical means of protection and
assessment of their operational characteristics
(including camouflage properties) for the needs of
all interested ministries and departments, as well as
an insufficiently developed industrial base that
would ensure the production of modern means and
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systems of protection, are one of the main obstacles
to solving this problem.

There is a need to improve a specialized
industry capable of ensuring the development,
serial production and implementation of modern
technical security equipment that will meet the
level of the world's best analogues.

Investing in the development of this industry is
economically feasible, since its products have a
stable and almost inexhaustible sales market (in
particular, automated access control systems can be
used not only in CSF and CIF, but also in the
civilian sector), and will also contribute to the
optimization of the use of human resources by
reducing the need for protection by traditional
means.

4. At present, it is expedient to raise the issue of
placement in prohibited and restricted zones of
industrial sites (where the perimeter security
system is already being implemented) not only
traditional signaling means and systems, but also
additional complex solutions that are actively used
by foreign practices [14, 15]: radio broadcasting,
photoelectronic and acoustic means of
psychological influence, automatic shooting
simulation installations, LiDAR-based systems,
radar sensors, fiber-optic detectors and thermal
imaging cameras for early detection of violators,
guided unmanned aerial vehicles and autonomous
robotic patrol systems (UGV/drones), as well as
laser means such as Dazzler for psychological or
sensory deterrence.

The use of such systems is a more effective
means of apprehending an offender within the
prohibited zone and at the same time much more
economical compared to the deployment of full-
fledged engineering boundaries of mechanical
detention.

The probability of hitting an offender who
knowingly or accidentally found himself in the area
of action of such means does not exceed the risk of
being hit by firearms in service with security units.

In the process of organizing the protection and
defense of facilities in peacetime and under martial
law, in order to counter sabotage threats, it is
advisable to consider the possibility of using
modern high-tech means for a wider range of
objects. These include: electronic barriers with
integrated sensors, automated combat modules
with remote control or autonomous target detection
mode, active protection systems based on
microwave or acoustic exposure, intelligent anti-
penetrating systems using artificial intelligence, as

well as robotic patrol platforms and reconnaissance
drones capable of detecting and deterring the
enemy without involving significant human
resources.

Conclusions

Therefore, in the current conditions of large-
scale armed aggression, growing activity of
sabotage and reconnaissance groups and fire
damage by enemy aircraft, the issue of
comprehensive security of critical infrastructure
facilities and important state facilities is of priority
importance. The article substantiates the need for a
systematic approach to the organization of the
protection of such objects, which should be based
on a combination of traditional and modern
engineering and engineering means of protection,
means of camouflage, video surveillance systems,
radar and sensor monitoring, etc.

Masking  important state and critical
infrastructure facilities is a multidimensional
problem that goes beyond just engineering or
organizational solutions. It must take into account
all the factors of unmasking - from the
characteristic elements of objects to the activities
of security units, while maintaining the reliability
of the security system.

Abandoning prohibited areas in order to
increase camouflage is a controversial approach, as
it leads to a decrease in the level of security.
Instead, it is advisable to modernize them by
integrating the latest engineering and technical
means of protection and detection systems to
reduce unmasking factors.

Classification of objects (with limited access,
with enhanced control and with comprehensive
security) — allows for a differentiated approach to
the organization of camouflage and security,
optimizing the consumption of resources and the
level of use of engineering and technical means of
protection.

Unmasking elements of engineering and
engineering and technical means of protection
(control and trace strips, lighting, traffic paths,
engineering barriers, detection systems) need
purposeful improvement. This is possible by
replacing artificial elements with natural ones (for
example, "hedges"), the use of hidden sensor
systems, the use of natural landscape and high-tech
means (artificial intelligence, video analytics,
LiDAR, fiber-optic sensors).
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One of the important factors of effectiveness is
the integration of deterrence and threat detection
technologies, including acoustic, electronic,
photoelectronic, robotic, and unmanned platforms
[14]. Units of the Security and Defense Forces of
Ukraine need uniform standards, methodological
recommendations and technical support adapted to
the conditions of martial law. No less important is
the creation of a single center for the development,
testing and implementation of engineering and
technical means of protection, as well as the
development of a national industrial base capable
of meeting the needs for the latest security
systems [15].

The use of modern high-tech solutions makes it
possible to reduce dependence on human resources
and increase the reliability of security, provided
that a high level of masking of objects is
maintained. As a result, for the effective protection
of important state facilities and critical
infrastructure facilities, it is extremely necessary
not only to re-equip them, but also to revise the
principles of organizing security measures, their
adaptation to new challenges and security
standards.
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VJIK 351.865

0. JI. Hazapenko, C. O. I'ogneBchkuii, I. B. Ckakanin

OPI'AHIBALISA KOMIVIEKCY 3AXOAIB CUCTEMU 3ABE3IIEYEHHS BE3IIEKH
OB’€EKTIB KPUTHYHOI IHOPACTPYKTYPHU HIAPO3AIJIAMHU
CWJI BE3ITEKA 1 OGOPOHM YKPATHU

Ilpoananizosano o0cHOGHI NiOX00U 00 MACKY8AHHA U OCHAWEHHS [HMWCEHEPHUMU MA IHICEHEePHO-
MEXHIYHUMU 3ACOOAMU BANCTUBUX OEPICAGHUX 00 €Kmie i 06 €xmie KpumuyHoi inghpacmpyxmypu 6 ymoeax
B0EHHO20 CAHY 3 0271510y HA 00CBI0 iX euxopucmanna nioposdinamu Cun desnexu i oboponu Yxpainu oas
2apanmyeanHs 0epicasHoi besnexu. Axyenm 3pooOneHo Ha NPUHYUNAX NOEOHAHHA NPUPOOHUX T WIMYUHUX
3ac00i8 MACKYBAHMSA 3 THHCEHEPHO-MEXHIYHUMU eleMEeHMAMU OXOPOHU, a4 MAKOJIC HA Opeanizayii 3axucmy 3
VPaxy8auHaM po36i0yeanbHOI JisibHOCI NPOMUBHUKA, CHPSMOBAHOI HA BUABTIEHHS PO3MAULYBAHHS BANCTUBUX
depoicasHux 00 ‘exmie ma 06 ’exmie kpumuunoi ingppacmpyxmypu. OKpemo po3enanymo NUMaHHs KoopouHayii
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ma 83aemo0ii misic pisnumu cmpykmypamu Cun be3nexu ma 06oponu Yxkpainu nio uac 3abe3nedenus 3axucmy
3a3Havenux 0o ’exmis.

Hiokpecneno, wo ¢pacmenmapuicmo HaneHOi cucmemu Oe3NEKU BANCIUBUX OEPIHCABHUX 00 cKkmig i
00’eKmis KpUmMuuHOI iHhpacmpykmypu 3yMosIoe HeoOXIOHICIb POPMYBAHHI YINICHO20 KOMNIEKCY 3aX00i86,
AKull 3abe3newums ix cmany pooomy wiisxom NOEOHAHHA (PI3UYHO20 3axucmy, iHpopmayiuHoi de3nexu ma
CKOOPOUHOBAHOI 83a€MO0il nidpo3dinie Cun besnexu i 000poHu Yrpainu.

O0rpyHmMoB8ano HeoOXIOHICMb KOMNIJIEKCHO20 NIOX00y 00 3abe3neueHHsi Oesnexku 00 €kmie KpumuiHol
iHghpacmpykmypu uepe3 YOOCKOHANEHHSI GUOOPY JNOKAYii, MACKY8aHHs, OONAOHAHMA IHIICEHEPHUMU MA
IHOICEHEPHO-MEXHIYHUMU 3ACO0aMU OXOPOHU, A0ANMOBAHUX 00 CYYACHUX YMO8 | 3ACHOBAHUX HA 00CBIOi
POCIICbKO-YKPAIHCOLKOT  GiIHU, WO 0aE 3MO2y Hopmysamu ONMUMATbHI CKIAOHUKU CUCHEMU 3aXUCHLY
BANCIUBUX 0EPIICABHUX 00 €KmMie ma 06 €kmie Kpumuunoi inghpacmpykmypu 3 02na0y Ha ix cneyugiky.

3anpononosano kiacugixayiro 06 'ekmie KpumuuHoi iHppacmpykmypu 3a piéHemM 0Xopouu (3
00MedHCeHHAM OONYCKY, 3 NOCUTIEHUM KOHMPOIEM Md 3 KOMIIEKCHOIO OXOPOHOI0), WO 8PAX08YE 0COOAUBOCHIL
BUKOPUCMAHHS THICEHEPHO-MEXHIYHUX 3aC00i8 OXOPOHU, DI6EHbL MACKY8AHHS MA OP2aAHi3ayilo 63aemoo0il
niopo3dinie beznexu.

Busnaueno i nasedeno enemenmu iH#CEHEPHO-MEXHIUHUX 3ACO0I8 OXOPOHU 3d CHIYHeHeM 3MeHUIeHHs ix
0eMACKYBANbHUX YUHHUKIG HA BANCTUBUX 0EPICABHUX 00 €EKMax ma 00 ekmax KpumuyHoi inghpacmpykmypu.
Iloodano nponoszuyii wo0o supiwients npooaem MACKY8aHHs 00 €kmié i 00CAeHeHHS AKICHO20 800CKOHANEHHS
cucmemu 3abesneuenns desnexu 06’ckmy. OOIPYHMOBAHO OOYINbHICMb YAPOBAOICEHHSL 0Nl WUPULIO20 KOIA
00’ €KMi6 CyHacHUX GUCOKOMEXHONIO2IUHUX 3aC00i8 0OXOPOHU ma 0OOPOHU, 30Kpema. eleKmpoHHUX bap epis i3
CeHcopamu, ABMOMAMU306AHUX OOUOGUX MOOYII6, CUCHeM AKMUBHO20 3AXUCHY, [HMENeKmYalbHUX
NPOMUNPOHUKHUX TEXHOLO02TH, POOOMU306AHUX NAMPYIbHUX NIAM@OPM | OPOHIG-PO3GIOHUKIE, WO 30AmHi
niosuwumu epekmusHicmos nPomudii OUBEPCItIHUM 3a2P03am 0e3 3HAUHO20 3AYHeHHs TIOOCbKUX PecypCie.

Bucnoeneno, wo egexmusna oxopona eaxciusux O0epicasHux 00’ckmie ma 00 '€kmie KpumuyHol
iH(hpacmpyxmypu nompebye noeOHaHHA MPAOUYILIHUX | CYUACHUX BUCOKOMEXHONOSTYHUX 3aC00I8 OXOPOHU MA
000pOHU, THIICEHEPHUX MA THHCEHEPHO-MEXHIYHUX 3aco018, MACKYBAHHS, CUCHEM BIOeOCHOCMEPENCEHHS,
PAOioNOKaYitiHo20 Ma CEHCOPHO20 MOHImMopuH2y. 3amicmb iOMO6U 6i0 3aOOPOHEHUX 30H IX Cio
MOOEpHIZy8amu, UKOPUCIOBYIOUU NPUXOBAHI CEHCOPHI CUCmeMU Md HOBIMHI MeXHOA02il, adanmogani 00
VMO8 BOEHHO20 CHAHY, WO O0ACMb 3MO2Y 3MEHWUMU 0eMACKY8ALbHI YUHHUKY MA NIOBUWUMY HAOIUHICMb
3axucmy.

Kntouoei cnosa: macky8anus, iHICEHEPHi 3AcOo0U, IHH#CEHEePHO-MEeXHIUHI 3acodu, 06’ €kmu KpumudHoi

inppacmpykmypu, cucmema 3abe3neuents b6e3nexu.
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